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Abstract — The advent of 5G and upcoming 6G technologies has revolutionised
mobile networks, offering unprecedented speed, connectivity, and versatility. How-
ever, this evolution introduces complex security challenges that demand innovative
solutions. This thesis presents the design, implementation, and evaluation of a
Security Closed-Loop Automation (SCLA) system aimed at enhancing network se-
curity in modern telecommunications infrastructures. Focusing on the Security De-
cision (SD) component, the system integrates advanced inference engines, machine
learning algorithms, and automation tools to enable real-time threat detection and
mitigation, provider-level performance monitoring, and robust performance under
high-stress conditions.

The SCLA system adopts a dual-layer architecture comprising domain-level and
end-to-end (E2E) instances, facilitating comprehensive security management across
various network domains such as EDGE, cloud, and RAN. The SD component em-
ploys both forward and backward chaining methodologies within a CLIPSPy-based
inference engine, leveraging data from the Security Data Collection (SDC) and Secu-
rity Data Analytics (SDA) components. The integration of Kafka for data streaming
and Ansible for automated deployment enhances the system’s scalability and adapt-
ability.

Extensive testing was conducted to evaluate the system’s effectiveness. In real-time
threat detection at the domain level, the SD component achieved average inference
times of approximately 6.7 milliseconds, successfully identifying and mitigating sim-
ulated Distributed Denial of Service (DDoS) attacks. For provider-level compliance
monitoring, the E2E SCLA demonstrated 100

The results validate the SCLA system’s capability to enhance network security

through automated, intelligent responses to threats and performance deviations.

1X



The modular architecture and innovative integration of technologies position the
system as a viable solution for securing next-generation mobile networks. Limita-
tions such as the focus on DDoS attacks and the use of synthetic data highlight areas
for future research. Recommendations include expanding threat coverage, deploying
the system in real-world environments, integrating advanced machine learning mod-
els, and enhancing scalability through parallel processing and resource optimisation.
In conclusion, this thesis contributes to the field of network security by providing a
practical, effective approach to automated security management in 5G and beyond
networks. The SCLA system lays a solid foundation for ongoing research and de-
velopment, addressing critical security challenges and supporting the evolution of
secure, resilient telecommunications infrastructures.

Key Words: 5G security, 6G networks, Closed-Loop Automation (CLA),

Network security, Real-time threat detection, Inference engine
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Resumo — A chegada das tecnologias 5G e futuras 6G revolucionou as redes
moveis, oferecendo velocidades, conectividade e versatilidade sem precedentes. Con-
tudo, esta evolucao introduz desafios de seguranca complexos que exigem solucoes
inovadoras. Esta tese apresenta o design, implementacao e avaliacao de um sistema
de Automacao de Ciclo Fechado de Seguranca (Security Closed-Loop Automation
- SCLA) com o objetivo de aprimorar a seguranca das redes nas infraestruturas de
telecomunicacoes modernas. Focando-se no componente de Decisao de Seguranca
(Security Decision - SD), o sistema integra motores de inferéncia avancados, algo-
ritmos de machine learning e ferramentas de automagao para permitir a detecao
e mitigacao de ameacas em tempo real, monitorizacao de desempenho a nivel de
fornecedor e desempenho robusto sob condigoes de alto stress.

O sistema SCLA adota uma arquitetura de dupla camada composta por instancias
a nivel de dominio e de ponta a ponta (End-to-End - E2E), facilitando uma gestao
abrangente da seguranca através de diversos dominios de rede como EDGE, cloud
e RAN. O componente SD emprega metodologias de encadeamento direto e inverso
dentro de um motor de inferéncia baseado em CLIPSPy, aproveitando dados dos
componentes de Colecgao de Dados de Seguranga (Security Data Collection - SDC)
e Andlise de Dados de Seguranga (Security Data Analytics - SDA). A integragao
do Kafka para streaming de dados e do Ansible para implementacao automatizada
aumenta a escalabilidade e adaptabilidade do sistema.

Foram realizados testes extensivos para avaliar a eficacia do sistema. Na detecao
de ameacas em tempo real a nivel de dominio, o componente SD alcancou tempos
médios de inferéncia de aproximadamente 6,7 milissegundos, identificando e mit-

igando com sucesso ataques simulados de Distributed Denial of Service (DDoS).

x1



Para a monitorizacao de conformidade a nivel de fornecedor, o SCLA E2E demon-
strou uma precisao de detecao de 100% na identificacao de fornecedores de servigos
nao conformes, aplicando prontamente acoes corretivas com impacto minimo na
continuidade do servigo. Sob condigoes de alto stress, o componente SD manteve
um desempenho consistente, processando até 10.000 relatérios por segundo sem
degradacao significativa, confirmando assim a escalabilidade e robustez do sistema.
Os resultados validam a capacidade do sistema SCLA de aprimorar a seguranga
das redes através de respostas automatizadas e inteligentes a ameacas e desvios
de desempenho. A arquitetura modular e a integracao inovadora de tecnologias
posicionam o sistema como uma solucao viavel para a segurancga das redes méveis
de proxima geragao. Limitagoes como o foco em ataques DDoS e o uso de dados
sintéticos destacam areas para pesquisas futuras. As recomendagoes incluem a ex-
pansao da cobertura de ameacas, a implementacao do sistema em ambientes reais, a
integracao de modelos avancados de machine learning e o aumento da escalabilidade
através do processamento paralelo e otimizagao de recursos.

Em conclusao, esta tese contribui para o campo da seguranca de redes ao fornecer
uma abordagem pratica e eficaz para a gestao automatizada da seguranga em re-
des 5G e futuras. O sistema SCLA estabelece uma base sélida para pesquisas e
desenvolvimentos continuos, abordando desafios criticos de seguranca e apoiando a
evolucao de infraestruturas de telecomunicagoes seguras e resilientes.
Palavras-Chave: Seguranca 5G, Redes 6G, Automagcao de Ciclo Fechado (CLA),

Seguranga de Redes, Detecao de Ameacas em Tempo Real, Motor de Inferéncia
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Introduction

1.1 Background and Motivation

The swift advancement of mobile network technologies from 4G to 5G and the im-
pending 6G has revolutionised the telecommunications landscape. These advance-
ments have brought unprecedented enhancements in data transmission speeds, re-
duced latency, and the capacity to connect a myriad of services. Technologies such
as Software Defined Networking (SDN), Network Function Virtualisation (NFV),
Network Slicing, Multi-access Edge Computing (MEC), and Zero-touch Network
and Service Management (ZSM) have emerged as key enablers in this transforma-
tion, offering modularity, scalability, and flexibility in network design, management,

and provisioning.

However, this technological progression has also introduced a new array of complex
security challenges. The increasing sophistication of network architectures, coupled
with the proliferation of connected devices and services, has expanded the attack
surface for malicious actors. Traditional security mechanisms are often inadequate
to address the dynamic and multifaceted threats targeting modern networks. There-

fore, there is an imperative need for innovative security solutions that can adapt to
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2 1. Introduction

the evolving landscape.

This thesis is developed within the context of an ongoing European Union-funded
project, called OPENSEC, aimed at enhancing network security in 5G and beyond
networks. The project focuses on developing a Security Closed-Loop Automation
(SCLA) system that leverages advanced technologies to provide robust, real-time
security solutions across various network domains, including the Cloud, Radio Access

Network (RAN), and Transport networks.

1.2 Problem Statement

As networks become more complex and dynamic, ensuring security compliance and
threat mitigation in real-time has become a significant challenge. Traditional reac-
tive security measures are insufficient for the rapid detection and response required
in modern networks. Additionally, the integration of multiple technologies and do-
mains necessitates a unified approach to security management that can operate

effectively across different layers and services.

Specific challenges addressed in this thesis include:

¢ Real-time Threat Detection and Mitigation: The need for systems capa-
ble of detecting and responding to security threats, such as Distributed Denial

of Service (DDoS) attacks, in real-time to prevent service disruption.

e Provider-level Performance Monitoring: Ensuring that service providers
comply with defined Service Level Agreements (SLAs) and Service Level Ob-
jectives (SLOs), and effectively managing non-compliance to maintain service

quality.

e Handling high-stress network scenarios: Ensuring that the SCLA is able
to maintain policy compliance and acceptable performance, while handling

high data throughput within the simulated scenario.
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1.3 Objectives

The primary objective of this thesis is to design, implement, and evaluate a Secu-
rity Closed-Loop Automation (SCLA) system that enhances network security by

addressing the aforementioned challenges. The specific objectives are:

1.3.1 Develop a System for Real-time Threat Detection and
Mitigation:

e Implement the Security Decision (SD) component capable of detecting network
anomalies and security threats using forward chaining inference.

e Integrate with Security Data Collection (SDC) and Security Data Analytics

(SDA) components to process network data efficiently.

1.3.2 Ensure Provider-level Performance Monitoring and
Compliance:

e Design an End-to-End (E2E) SCLA that monitors service provider perfor-
mance metrics.

e Implement mechanisms to enforce SLAs/SLOs and penalise or switch providers

based on performance.

1.3.3 Ensure Performance and Compliance in a stress test

scenario:
e Incorporate efficient threading and batching for the processing of high data
throughput.

e Take advantage of CLIPSPy’s inference performance along with efficient data

processing to mitigate threats at acceptable speeds in a DDoS scenario.
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1.4 Methodology

To achieve these objectives, in practical and conceptual terms, the thesis follows a

structured approach:

e Literature Review: An extensive review of existing technologies and frame-
works, including SDN, NFV, Network Slicing, MEC, ZSM, and Closed-Loop
Automation, to establish a foundational understanding and identify gaps in

current solutions.

¢ Proposed Model Development: Designing the SCLA system architecture
based on the Zero-touch Network and Service Management principles, outlin-
ing the interactions between components such as the SD, SDA, SDC, and the
Security and Privacy Data Service (SPDS).

e Implementation: Developing the SD component using Python-based tools,
implementing forward and backward chaining mechanisms using CLIPSPy,
and integrating with other components using Kafka brokers and APIs for data

communication.

e Testing and Evaluation: Conducting targeted tests to evaluate the system’s
effectiveness in real-time threat detection, provider-level compliance monitor-

ing, and the integration of ML and rule-based inference.

1.5 Contributions

The contributions of this thesis can be described as follows:

e Innovative SCLA System: Introduces a novel SCLA System that lever-
ages advanced ML integration, real-time policy enforcement, and closed-loop

feedback mechanisms to enhance network security.
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e Enhanced SD Component: Develops a sophisticated SD component capa-
ble of both forward and backward chaining inference, that can be integrated
with ML algorithms for improved threat detection, and is also capable of man-

aging SCLA system configuration and deployment at the Domain/E2E level.

e E2E SCLA Implementation: Implements an E2E SCLA for comprehensive
provider-level performance monitoring, ensuring compliance with SLAs/SLOs

across multiple domains.

e Practical Testing Framework: Establishes a testing framework aligned
with key research questions, providing a basis for evaluating the system’s ef-

fectiveness and guiding future developments.

1.6 Thesis Structure

The remainder of this thesis is organised in the following manner:

e Chapter 2: Literature Review — Provides an in-depth analysis of the key
technologies and concepts that underpin the proposed system, including SDN,
NFV, Network Slicing, MEC, ZSM, and Closed-Loop Automation.

e Chapter 3: Proposed Model — Describes the architectural design of the
SCLA system, detailing the functionalities of each component, particularly
the SD component, and illustrating the workflows for threat detection and

respomnse.

e Chapter 4: Implementation — Discusses the practical aspects of developing
and deploying the proposed model, including the tools and technologies used,
the reasoning behind design choices, and the integration of components within
the SCLA.

e Chapter 5: Testing and Results — Presents the testing framework, proce-
dures, and results, analysing the system’s performance in relation to the key

research questions.
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e Chapter 6: Conclusion and Future Work - Summarises the findings,
discusses the implications of the research, and outlines potential areas for

future development, considering the ongoing nature of the project.

1.7 Scope and Limitations

While the thesis aims to provide a comprehensive solution to network security chal-
lenges in modern telecommunications, certain limitations exist due to the ongoing

nature of the project:

¢ Incomplete Feature Integration: Some features and real-world testing
scenarios are still under development and are not fully integrated into the

current system.

e Focus on Specific Threats: The testing primarily focusses on DDoS attacks,
and while the system is designed to handle a range of threats, further testing

is required for other attack vectors.

e Simulation Environment: Due to constraints, some tests are conducted in

simulated environments, which may not capture all real-world complexities.

These limitations provide opportunities for future work to further enhance and val-

idate the system.

1.8 Summary

In summary, this thesis addresses critical security challenges in modern mobile net-
works by developing a robust and adaptive SCLA system. By integrating advanced
technologies and adhering to ZSM principles, the proposed system offers a scalable
and flexible solution capable of real-time threat detection and response. The re-

search contributes valuable information on the practical application of closed-loop
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automation in network security, laying the foundation for future advancements in
the field.






Literature Review

This section of the document will focus on reviewing the technologies that serve
or can serve as support for systems such as the one envisioned for implementation,
the SCL. This review will be based on existing literature. Some of it will be with
a higher focus on the technologies themselves and their inner workings, while the
remaining will be focused on literature that demonstrates or infers about possible
applications of these technologies that may serve our system in the next generation
of mobile network technologies. As the section progresses, the scope of what is
being discussed shall continuously narrow, until reaching literature that is as closely
related as possible to the model proposed in the next section, after being given the

conceptual context of subjects or technologies upon which it is built upon.

For better visualization of the subjects being discussed in this section refer to the

following Fig. 2.1:
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Figure 2.1 — Chapter 2 guideline

2.1 Evolution of and up to 5G

As the basis generation of telecommunications for most of the technologies used
to achieve what shall be proposed with this work, the fifth generation of mobile
networks (5G) was and is a significant leap from the previous generation, offering
increased speeds, capacity, and the ability to connect more devices than before.
It enables the enhancement of use cases such as cloud storage, augmented reality,
Al and advances IoT capabilities through reduced latency and edge computing
[Sufyan et al., 2023]. It is known through the progression of these technologies
that in cellular networks, the concept of frequency reuse is very common, because
as the networks evolve, so does the demand for them in terms of the number of
users and applications that utilize these networks. As well as frequency reuse, it
is very common to find that the key enablers that serve as a foundation for the
previous mobile network generation are often redefined, built upon, or in some cases
even reused with enhanced capabilities in the following one. With that in mind

and to start this chapter with a broad concept that touches upon many of the
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subsequent subjects, the key enablers and technological foundations that separate
this generation of mobile technology from the previous ones shall now be iterated
over before beginning to disseminate what is expected and what will be leveraged

to achieve what is believed to be the vision of the subsequent generation (6G).

2.2 Software-Defined Networking

Software-Defined Networking (SDN) is an innovative network paradigm that de-
couples the network control and its forwarding functions, thus enabling network
administrators to directly program network control decisions by using a centralised
and programmable SDN controller or controllers. This separation of the control
and data planes allows for a more flexible network management, optimises resource
utilisation and reutilisation, as well as a faster deployment of new services than in
traditional networks, where it would be necessary to configure most of the network
devices manually [Kreutz et al., 2015, Xia et al., 2015]. The architecture of SDN

networks is made up of three main layers:

e Application Layer: contains the network applications or services that commu-

nicate with the SDN controller via northbound APIs[Tuncer et al., 2018].

e Control Layer: hosts the SDN controller, which acts as the brain of the net-
work, providing a centralised view of the entire network and making decisions

about traffic low within it.

e Infrastructure Layer: consists of network devices (such as switches and routers)
that execute the traffic forwarding decisions made by the SDN controller, com-

municating via southbound APIs like OpenFlow[Allied Telesis, 2022].

SDN shares many of the principles of other technologies that support the fifth gener-
ation of mobile networks and will most likely transition to the next, by allowing dy-
namic, programmable networking, which in turn facilitates network automation and

orchestration while enhancing network security through flexible control mechanisms.
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It is particularly beneficial in environments such as complex, scalable cloud-based
networks and next-generation data centres where the traditional network architec-
tures may not be able to fulfill these network’s requirements. The work presented
by Rafique et al. [2020] support this definition of the concept and demonstrates how
it can be combined with edge computing to complement [oT services by enhancing
network service provisioning and management. Since this kind of technology has a
characteristic network architecture as has been previously described, the Fig. 2.2
should help visualise the layers which comprise the architecture and how they are
interconnected as well as what types of components, be it hardware or software,

present within each layer.

Network Virtualization l Mability Management
Application
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Cloud Computing ‘ Network Monitoring
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I Interface (NBI)

™ Easboundand ¥
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Interface

- .

‘ Security Application ‘

Business Applications
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#

Figure 2.2 — General SDN architecture [Xie et al., 2019]

For comparison the Table 2.1 displays a few of the different characteristics between

the SDN architecture and classical network architectures:

Despite the changes that SDN enables, through a more modular network infrastruc-
ture and decoupling of functionalities through different layers, it is always important
to analyse the issues that may arise from the implementation of new technologies.

And since the focus of this work will be security, the article by Dabbagh et al. [2015]
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Characteristics SDN architecture | Classical architecture
Programmability v

Centralized control v

Error-prone configuration v

Complex network control v

Network flexibility v

Improved performance v

Easy implementation v

Efficient configuration v

Enhanced management v

Table 2.1 — Comparison of SDN and Classical Architecture Characteristics [Benzekki et al.,
2016]

provides an extensive analysis of the security implications associated with SDN.
The key points to take from this previously cited work are that in terms of security

advantages, SDN provides the following:

e Centralized Control: By centralising control, SDN can provide a comprehen-
sive overview of the network, which enhances monitoring, management, and

security enforcement.

e Improved Response to Threats: The centralized nature allows for quicker re-

sponse and adaptation to security threats across the network.

e Network Behavior Flexibility: SDN’s ability to reprogram network traffic dy-
namically at runtime is highlighted as a critical asset for implementing security

policies and network segmentation.

However, as it is common, no technology is flawless, therefore it was disseminated

in this work that SDN also brings forth some new challenges in terms of security:

e New Attack Surfaces: The centralisation of control also introduces new risks,
such as the potential for single points of failure if the SDN controller is com-

promised.
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e Scalability and Security: Concerns are raised about the scalability of security

solutions as networks grow larger and more complex.

e Interoperability with Legacy Systems: The article by Dabbagh et al. [2015] ad-
dresses the challenges of integrating SDN with existing network infrastructures

without compromising security standards.

2.3 Network Function Virtualisation

Network Function Virtualisation (NFV) is an emerging technology paradigm poised
to revolutionise the way telecommunication services are provisioned and managed.
By decoupling network functions from the physical hardware on which they tradi-
tionally operate, NFV allows these functions to be hosted on virtual machines or
containers across various locations, including data centres, network nodes, or even
end-user premises. This abstraction from physical devices leads to more flexible and
efficient deployment [Mijumbi et al., 2016] and scaling of network services, which
can be dynamically adjusted to meet fluctuating demands.

To internalise some of the differences between older conventional networks and the
new generation of network architecture, Figure 2.3 showcases a clear comparison

between conventional, SDN and NFV based architectures:

Conventional Network Software-Defined Networking Network Function Virtualization

I iApplication:||! Network ! I
Business Application : Layer ; ! Services | Virtual Network Function

______________

Network Service SDN 3 i
controllers  ----%----

Forwarding Device Forwarding Device

Forwarding Device Forwarding Device

Vertical Integrated Architecture Physical Resources(Compute, Storage, Network)

Figure 2.3 — Comparison between conventional, SDN and NFV networks [Mijumbi et al.,
2016]
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Notice the pattern of modularity in both the SDN and NFV network architecture,
which follows accordingly to the decoupling of functions mentioned before.

The core idea of NFV is to utilise standard IT virtualisation technology to con-
solidate many types of network equipment onto high-volume servers, switches, and
storage platforms. This not only reduces equipment costs and power consumption,
but also provides greater agility in deploying and scaling network services. NFV
encompasses a variety of functions, such as firewalls, load balancers, and intrusion
detection systems, which can be rapidly deployed, managed, and decommissioned
as virtual instances. This flexibility significantly shortens the service innovation
cycle, allowing telecom providers to offer new services faster and with reduced cap-
ital expenditure[Mijumbi et al., 2016]. Furthermore, NFV is closely associated with
the management and orchestration (MANO) of network services, which is vital for
maintaining the performance, reliability, and security of virtual network functions
(VNFs). MANO frameworks help in the deployment, configuration, and manage-
ment of VNFs and their interactions with the physical network infrastructure. By
providing a standardised approach to VNF management, NFV facilitates a more
cohesive and unified management environment, supporting complex multi-vendor
network architectures and promoting interoperability and open standards. This
strategic shift towards a virtualised networking environment promises significant
operational efficiencies and paves the way for more adaptive and innovative net-
work management practices. Further elaboration on the topic is present in Yi et al.
[2018a] which discusses the standardised NFV architecture. This architecture is vi-
tal for understanding how different components interact within the NFV framework
to support the efficient deployment and operation of network services. In addition,
it tackles some of the challenges present in NFV, particularly in integrating NFV
with other cutting-edge technologies such as IoT and 5G. The survey also explores
the algorithms associated with VNF's, such as placement, scheduling, migration,
chaining, and multicast, which are all operations required to be executed effectively
for efficient VNF deployment within a network. Lastly, in this work is also dis-
cussed the role of standardisation and open source initiatives provided by standard
development organizations (SDOs) like ETSI, ONF, and OPNFV which are crucial

for ensuring interoperability and support a wide adoption of NF'V solutions across
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different vendors and platforms. The challenge of VNF placement is also dissemi-
nated in the work of Laghrissi and Taleb [2019] and the placement is categorised into
dynamic and static placement. The latter is simpler and a more stable placement
of VNF's, but lacks the flexibility of dynamic VNF placement, which can adapt to
changing network conditions and workload demands. It all comes down to efficient
resource allocation and optimisation of virtual resources to meet the performance
requirements of different network services, and this article discusses the possibility
of using slice-specific service levels, which combines network slicing and NFV in
a placement strategy that can efficiently scale up or down resources or move the
VNFs across different slices dynamically, without impacting the performance across
the network infrastructure. In this work the need for secure virtualisation platforms
is also emphasised, since VNF's rely heavily on the underlying virtualisation infras-
tructure, effective isolation between different VNF's, preventing issues in one VNF
from affecting others, and the potential vulnerabilities within the management and

orchestration layers.

2.4 Network Slicing

Exploring the advancements in 5G and beyond technologies, network slicing (NS)
emerges inevitably as one of the core innovations. It was proposed as a solution to
overcome limitations such as previous network architectures and the cost of hard-
ware upgrades which were required to advance in terms of higher data rates, im-
proved reliability, and reduced latency. It is a pivotal technology in 5G, designed to
address the increasing complexity and variety of requirements in modern telecom-
munications. At its core, network slicing allows the partitioning of a single physical
network into multiple virtual networks, each tailored to meet specific service require-
ments, such as low latency or high throughput. This flexibility is essential as 5G
networks support a diverse range of applications from massive [oT deployments to
critical communications and high-speed mobile broadband [Zhang, 2019].

In our previous study, we proposed a comprehensive framework that leverages these

technologies to proactively detect and mitigate security threats within network slices
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[Cunha et al., 2024]. This technology leverages advances in SDN and NFV to dy-
namically manage and orchestrate network resources. By, as has been common with
these networking technologies, decoupling the network’s control and user planes,
SDN and NFV enable the efficient creation and management of virtualised network
functions, allowing each slice to behave as an independent network. This is a criti-
cal capability in a context where network demands are not only about higher data
rates but also about providing customised connectivity solutions that can adapt to
varying performance needs [Subedi et al., 2021].

In practical terms, network slicing supports numerous applications, enhancing the
network’s ability to meet specific requirements for different use cases such as virtual
reality, autonomous driving [Khan et al., 2018], smart cities [Zhou et al., 2020], and
remote healthcare [Kapassa et al., 2019]. Each application can benefit from a net-
work slice that provides the appropriate connectivity, data throughput, and security
level. For instance, a slice allocated for [oT might prioritize energy efficiency and
wide coverage, while a slice for autonomous vehicles would focus on ultra-reliable
and low-latency communications [Subedi et al., 2021].

The integration of network slicing with technologies such as NFV is noted as es-
sential in transitioning from traditional hardware-based network functions to more
adaptable, cloud-computing based virtual environments [Afolabi et al., 2018]. This
combination of technologies is very common in most literature discussing NS, as is
in the work proposed by Taleb et al. [2020], where an illustration of multi-domain
network slicing can be found depicting how both SDN and NFV are employed in

network slicing as seen in Figure 2.4 below:
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Figure 2.4 — Multi-domain slicing architecture [Taleb et al., 2020]

Since the depicted architecture employs not only network slicing but also technolo-
gies such as SDN, NFV, and MANO, it helps visualise how what has been discussed
up until now in this chapter is connected. For better contextualisation, some of the
components present in Figure 2.4 will now be described as presented. We observe

that most of the architecture is divided into stratums for a more modular framework:

e Multi-domain Service Conductor Stratum (middle right column): This
stratum is responsible for mapping all service requirements of the different

multi-domain requests to their respective administrative domains.

e Domain-specific fully-fledged Stratum (bottom right column): This stra-
tum is responsible for allocating internal domain resources for the establish-
ment of a federated network slice instance (NSI) and providing the correspond-

ing Life-Cycle Management (LCM) using the service management.

e Service Broker Stratum (top right column): Used as a service broker in
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the functional plane to handle all incoming service requests from application
providers, MVNOs (Mobile Virtual Network Operators) and other different

verticals. It is responsible for managing NSI revenue, which involves charging

and billing of slice owners, and also performs network slicing admission control

and negotiation.

e Sub-domain Infrastructure Stratum (bottom left column): Consists of

both the physical and virtual infrastructure (VNFs, virtual resources, virtual-

isation layer, and physical infrastructure).

In relation to the Life Cycle Management presented in Figure 2.4, the work of Zhang

[2019] shows how this process happens, as depicted in the following Figure 2.5:
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Figure 2.5 — Lifecycle management of network slices [Zhang, 2019]

As can be seen, the lifecycle of a network slice is divided into four phases:
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. Design: This initial phase involves the creation of a catalog of Network Func-

tion Components (NFCs), which serve as the building blocks for network slices.
As new service requirements emerge and network capabilities evolve, this cat-
alog is updated. Network slice templates, which include the necessary configu-
rations, are created from these NFCs. A forwarding graph, which details how

the NFCs are related and interact, is also generated during this phase.

. Orchestration and Activation: During this phase, specific network slice

templates are selected based on the service requirements from users or tenants.
This selection process involves mapping these requirements to a slice template
that supports the necessary performance, such as capacity and Quality of
Service (QoS). Network Function components are instantiated within cloud
infrastructures, and virtual connections are established as per the forwarding

graph to ensure the components are properly linked.

. Run-Time Assurance: In this phase, the performance indicators of the net-

work slice are continually monitored. These indicators include metrics such
as network function load, resource utilisation, and QoS parameters. Tools
such as big data analytics and machine learning are employed to analyse the
performance data. The insights gained from this analysis are used to make
adjustments to the NSI, to maintain or improve service quality, ensuring com-

pliance with the service-level agreement.

. Decommissioning: The final phase involves the deactivation of an active

NSI when it is no longer needed, based on changes in service requirements
from tenants or shifts in the business strategy of operators. The resources
that were allocated to the slice are then released and can be repurposed for

other network slices or services.

After a thorough analysis on the challenges that can arise from implementing net-

work slicing, a pattern similar to both SDN and NFV technologies was discovered.

In the article of Barakabitze et al. [2020] this pattern is present and documented as

the following challenges:
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e Integration Complexity: As network slicing involves integrating SDN, NFV,
and other emerging technologies, there is a complexity associated with achiev-
ing seamless integration. This includes technical challenges related to interop-
erability between different network functions and services that need to coexist

on the same physical infrastructure.

e Security and Isolation: Ensuring robust security and effective isolation
between slices is a major challenge. Each slice may have different security
requirements and threat models, which necessitates dynamic security mecha-

nisms that are adaptable to the specific needs of each slice.

e Management and Orchestration: Efficient management and orchestration
of network slices are crucial, particularly as networks increase in complexity
with the addition of new services and technologies. This involves automating
the lifecycle management of slices to ensure they meet specific service levels

and criteria without human intervention.

e Scalability and Flexibility: Asthe demand for more customised and service-
specific network slices increases, the network architecture must be scalable and
flexible enough to accommodate these changes. This includes the ability to
dynamically modify slices in real-time based on changing service demands and

network conditions.

e Standardization: There is a need for standardised frameworks and proto-
cols to manage network slicing across different vendors and operators. This
would ensure compatibility and ease the integration of diverse systems and

components involved in the slicing process.

e Economic and Business Models: Developing viable business models that
can capitalise on the capabilities of network slicing is a challenge. This in-
cludes pricing models that can reflect the value provided by different slices

and determining how resources are allocated and billed.
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2.5 Multi-access Edge Computing

Multi-access Edge Computing (MEC) was first introduced as Mobile Edge Comput-
ing in 2014 by the European Telecommunications Standards Institute (ETSI). The
concept was presented as a means to provide cloud computing capabilities and an
IT service environment at the edge of the network. This approach was particularly
pertinent to the field of Internet of Things (IoT), which relies mostly on applica-
tions that demand minimal latency and high bandwidth at the edge of networks.
The MEC improves the performance of wireless networks by optimising the delivery
of network-based services and reducing traffic loads on the network core. By pro-
cessing data closer to the source of information, MEC supports a variety of real-time
applications and services across diverse domains, including smart cities, industrial
automation, and healthcare, which are increasingly dependent on rapid data pro-
cessing capabilities [Abbas et al., 2020b].

The integration of MEC with 10T devices offers significant operational benefits,
specifically in enhancing the efficiency of data processing and the responsiveness of
[oT systems. In smart cities, for instance, MEC can facilitate complex applications
such as traffic management systems and real-time public safety monitoring by allow-
ing data to be processed locally at the edge of the network. This not only reduces
the latency involved in sending data back and forth to a centralised cloud, but also
optimises the network’s bandwidth usage. Moreover, MEC provides an effective
solution for IoT scenarios characterised by a vast amount of data generation, neces-
sitating quick decision-making based on real-time data analysis [Porambage et al.,
2018].

However, the deployment of MEC within such expansive networks introduces sub-
stantial security and privacy challenges. The decentralisation of data processing to
numerous edge nodes can complicate the security architecture of networks, making
each node a potential target for security breaches. Thus, implementing robust secu-
rity measures that ensure data integrity and protection against breaches is crucial
[Mansouri and Babar, 2020].
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Furthermore, the privacy of user data processed at these edge nodes must be guar-
anteed to build trust and ensure compliance with global data protection regulations.
Addressing these challenges requires a comprehensive approach to security that en-

compasses the entire network, from the edge device to the core processing centres.

2.6 Zero-touch Network and Service Management

Currently, within the european telecommunications ecosystem, there’s an incen-
tive to develop networks according to the Zero-touch Network Service Management
(ZSM) standard, defined by ETSI. This type of network architecture follows an ex-
tensive and comprehensive framework for the automation of operations in 5G and
beyond networks. The key concept introduced by this framework is the minimi-
sation of human intervention within the network’s management. This is achieved
by leveraging advanced technologies that are in constant development, such as ML
and Deep Learning (DL). Taking this approach in the current and upcoming mobile
network environments is crucial, since these are becoming increasingly complex and

dynamic, requiring rapid, scalable, and efficient management solutions.

In the 5G environment, ZSM introduces a service-based architecture, where different
network functions are modular, and interact through well-defined interfaces (sup-
ported by NFVs) as can be seen in Fig. 2.5. These interactions can be executed
between different communication domains, and to avoid misinterpretation of the
architecture’s depiction, it is important to note that the integration fabric provides

the following cross-domain services:
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Registration/de-registration of management services;

Discovery of the registered management services and the means to

access them;

Means of supporting the invocation of management services;

Means of supporting synchronous and asynchronous communication;

Beyond supporting scalability, flexibility, and the rapid deployment of services facil-
itated by the use of NFV, ZSM also emphasises the importance of closed-loop au-
tomation. Automation by itself does increase the response speed, not only in terms
of deployment but also in configuration and re-configuration of services. However,
without a means to regulate and evaluate the automated tasks, there is no way to
guarantee a reliable service management. This is where concepts such as closed-
loop automation are key, and will be discussed further along this section for better

contextualisation of the research conducted.
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Figure 2.6 — ZSM architecture as presented in [European Telecommunications Standards
Institute, 2019]

Despite all its inherent advantages, none of the technologies studied is faultless, and
ZSM is no exception. The deployment of ZSM architectures requires the combination
of both SDN, NFV and even ML /DL technologies to be integrated into the network

for it to fulfill its automation requirements. A study conducted by Benzaid and
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Taleb [2020], analyses the threat surface of the ZSM’s framework, and their analysis
is crucial for a better understanding of the risks associated with the development of
networks that follow this architectural paradigm, built on fully automated network

environments.

Building on this, the paper Chollon et al. [2022a] presents a comprehensive frame-
work driven by the ZSM paradigm, integrated within the High-Level Architecture
(HLA) developed in the INSPIRE-5Gplus! project. This framework is designed to
enhance security management in future networks by leveraging smart 5G security

methods and techniques essential for achieving robust security.

The following Figure 2.6, taken from this paper, describes the reference architecture
of the aforementioned framework. It contains a few key elements that facilitate

employ its security functionalities, namely:

Security Data Collector: Gathers data from the network infrastructure.

e Security Analytics Engine: Augments the collected data with additional

information and correlations.

e Decision Engine: Determines the appropriate mitigation actions based on

the event and current infrastructure state.

e Policy and SSLA (Security Service Level Agreement) Management:

Adapts security mitigations according to predefined security policies.

e Security Orchestrator: Enforces the determined security actions within the

network infrastructure.

e Integration Fabric: Facilitates communication and coordination among the

various components.

e AI/ML Components: Enhance the decision-making process through ma-

chine learning and artificial intelligence techniques.

Thttps://www.inspire-5gplus.eu/
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Figure 2.7 — ZSM-driven security framework [Chollon et al., 2022a]

Data Actions

The framework’s implementation within the INSPIRE-5Gplus project demonstrates
its practical applicability and effectiveness in real-world scenarios, and this study’s

key contributions can be summarised as follows:

Integration of Advanced Technologies: The framework integrates advanced
technologies such as Al, Network Function Virtualisation (NFV), Software Defined
Networking (SDN), and network slicing. This integration enables intelligent, au-
tonomous, and agile management of cellular network architectures, ensuring efficient

and effective security management.

Closed-Loop Automation: This significant aspect of the framework involves con-
tinuous monitoring, analysis, decision-making, and execution of security measures.
The closed-loop systems follow models like the Observe-Orient-Decide-Act (OODA)

and Monitor-Analyze-Plan-Execute (MAPE-K), ensuring real-time response and
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adaptation to security threats.

End-to-End (E2E) Management: Supports E2E management, providing a global
perspective of the underlying management domains for coordinated decision-making
and workflow across various network segments, enhancing the overall security pos-

ture.

Proactive and Reactive Security: The framework includes mechanisms for both
proactive and reactive security management. Proactive measures involve continuous
evaluation of the attack surface and potential threats, while reactive measures focus

on responding to detected security incidents in real-time.

Conflict and Policy Management: Effective conflict and policy management
are integral to the framework. Using hierarchical policy enforcement and conflict
detection modules, the framework ensures that security policies are consistently

applied and that any conflicts are resolved promptly.

Another relevant study in this context is the article by Jayasinghe et al. [2022], which
proposes a federated learning (FL) based model for anomaly detection within the
ZSM framework, addressing both privacy and communication efficiency concerns.
The use of FL allows decentralised processing, which improves privacy and commu-
nication efficiency. The models are trained on decentralised devices and aggregated,
making it suitable for the ZSM architecture.

Their proposed model employs a two-stage anomaly detection mechanism integrated
into the ZSM architecture. Each stage consists of FL-based detectors that filter net-
work traffic for anomalies, improving detection accuracy.

The model incorporates a mechanism to update anomaly detectors within the closed-

loop cycle, ensuring the system adapts to new and unknown security threats.

Keeping the focus on improving the security of the ZSM framework, the article by
Xevgenis et al. [2023a] explores the integration of blockchain into the ZSM framework
to do so. The key aspects to take from this study are the following:
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Blockchain-Enabled Security: The architecture integrates blockchain technol-
ogy in the cross-domain integration fabric component, increasing security through

decentralisation and immutability.

Private, Permissioned Blockchain Network: Ensures controlled participation,
minimising the possibility of malicious activities by controlling network access and

participation actions.

Smart Contracts (SCs): Utilised for secure, automated, and immutable execution

of management functions within the ZSM framework.

Oracle Mechanisms: Securely connect blockchain with other ZSM services, en-

suring data integrity and validity across the network.

The integration of blockchain provides robust solutions to several security issues
within ZSM, including trust relationships between management domains, security
of management functions, and protection of AI/ML models against tampering and
attacks. This approach presented showcases the potential of combining blockchain
with ZSM to create a highly secure and efficient network management framework of

next-generation networks.

2.7 Closed-Loop Automation

The concept of Closed-Loop Automation (CLA) is closely related to ZSM. As dis-
cussed in the documents (REF to CLA ETSI documents), CLA involves automated
processes that manage the network by continuously monitoring data and adapting
actions based on this feedback, significantly reducing human involvement as intended
with the ZSM paradigm. All Closed-Loops have a few components/objectives in
common. Namely, monitoring, analysis, decision, execution and knowledge compo-

nents.
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Monitoring components ingest and preprocess data collected from managed entities
or external sources to the closed-loop. Analysis components derive insights from the
monitored data and historical information. Decision components use the insights
derived to generate workflows and action plans. Execution components implement
the deided actions on managed/monitored entities. Lastly, knowledge components
serve as a repository for shared data between various closed-loop stages/phases and
also between cooperating closed-loops.

As discussed in the first ETSI CLA document mentioned, some enablers are required
for the correct operation of these ZSM-based closed-loops. Within these enablers,
we find Closed-Loop Governance, which refers to a set of capabilities that allows
external entities to manage the lifecycle of closed-loops, encompassing starting and
stopping loops, managing their configuration, and updating their behaviour based
on operational feedback. Governance also involves the retrieval of performance and
health status of the loops, which could be done via key performance indicators
(KPIs) appropriate to the CL in question. The lifecycle management of the CLs
details the different phases that a closed-loop goes through within the ZSM frame-
work. Nomenclature may change according to the application of the closed-loop in
question; however, to preserve consistency we will refer to the phases described in

the official ETSI documents and described in the following Figure 2.8:

e Preparation Phase: Designing the CL based on the intended use case and

specified goals.

e Commisioning Phase: Instantiating and configuring the CL before it goes

live.

e Operation Phase: Running the CL, monitoring its performance, and making

necessary adjustments to optimise functionality.

e Decommisioning Phase: Properly shutting down a CL when it’s no longer

needed, ensuring that all resources are cleaned up and documented.
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Another enabler described in the first ETSI CLA document is Closed-Loop Coordi-
nation. This refers to a set of capabilities that allows multiple CLs running within
the ZSM framework to be coordinated, with the main objective of improving their

performance and fulfilling their goal(s).

CL coordination can be classified into two types:

e Inter-Loop Coordination: Manages how different CLs interact with teach
other, ensuring that actions taken by one loop do not conflict with or duplicate
the efforts of another. This is crucial in complex environments where multiple

loops operate concurrently.

e Hierarchical and Peer Coordination: Involves coordinating actions be-
tween hierarchical loops (loops with a parent-child relationship such as E2E
CL and a domain specific CL) and peer loops (loops at the same level), which

is essential for maintaining system harmony and operational efficiency.

Within the second ETSI document on CLA [ETSI, 2022], some use case solutions

are provided for a better understanding of how a CL can be applied, in terms of use
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cases. Five different use cases scenarios and their solutions are described and these

can be summarised as follows:

1. Management of Physical Resources

e Inclusion of New Physical Resources

— Scenario: A new physical resource, such as a radio unit, is added
to a management domain (e.g., a Radio Access Network domain),

impacting the network’s service capabilities.
— Closed-Loop Solution:

x The management domain automatically updates its inventory

and capabilities upon the addition of the new resource.

x Other management domains receive notifications about these changes,

allowing them to adjust their operations accordingly.
2. Service Healing and Resilience

e Automated Service Healing

— Scenario: A failure occurs in one of the management domains host-
ing a part of the E2E service, necessitating automatic recovery to

maintain service continuity.
— Closed-Loop Solution:
x The local domain first attempts to self-heal the service.

x If local recovery is insufficient, the issue is escalated to the E2E
management domain, which coordinates across multiple domains

to ensure the service is restored.
3. Analytics-Driven Adaptation

e Dynamic Configurability of E2E Service Monitoring

— Scenario: An E2E service deployed across various management do-
mains requires dynamic adjustments in monitoring based on evolving

service conditions and analytics insights.
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— Closed-Loop Solution:

x The E2E management domain can request changes in monitoring
parameters from individual management domains based on real-
time analytics.

* This dynamic reconfiguration allows the system to adapt to chang-
ing network conditions and maintain optimal performance and

service quality.
4. Cross-Domain Coordination

e Coordination Between Multi-Domain Closed Loops

— Scenario: Multiple management domains must coordinate their op-
erations to handle changes or events that affect more than one do-
main.

— Closed-Loop Solution:

x Information about operational changes in one domain is shared
with other relevant domains to maintain a coherent and unified
response across the network.

x This coordination is crucial during large-scale events or disrup-

tions, ensuring that all network segments operate harmoniously.
5. Governance and Configuration

e Enabling Pause Points in Closed Loops

— Scenario: There is a need to temporarily halt the automated pro-
cesses at certain points in the closed loop to allow for manual checks

or adjustments.
— Closed-Loop Solution:
x Pause points can be configured within a closed loop, allowing
operators to freeze the loop’s operation at critical stages.
x This feature is essential for scenarios where human oversight is
required before proceeding with automated decisions, enhancing

control and safety.
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More advanced capabilities of CLA are discussed in the third document [ETSI,
2023]. These capabilities include cognitive features of CLs, which are enhanced
by ML to become more adaptive and self-learning, and intent-based operations,
wherein the CL’s management systems can translate high-level business intents into
actionable configurations and operations automatically. Beyond this, and unlike the
first two documents which are mainly about establishing a foundation and providing
solutions, this document pushes towards future standardisation efforts. It does this
by laying out a pathway for incorporating advanced ML techniques and cognitive
capabilities into standard network operations, which can be pivotal for organisations

looking to adopt these technologies.

Implementations of CLA can be found throughout the available literature; however,
we will keep our focus on network and security related implementations, such as
the one described in Swetha et al.. In this study we are presented practical im-
plementations of CLA into network deployment, operation, and maintenance. This
is achieved through the integration of CLA with existing Network Management
Systems (NMSs), such as Zero Touch Provisioning (ZTP), YANG data modelling,
and configuration management protocols such as NetConf as can be seen in Fig-
ure. 2.9. This exemplifies how its possible to achieve the Ready-Made Closed Loops
(RM-CL), through these YANG templates, as described in the conceptual ETSI doc-
ument, wherein are also discussed Made-to-Order Closed-Loops (M20-CL) which

are tailored to the specific service needs.

Protocol & Data-Mode! NetConf & YANG Madel for Configuration Template
Understanding [ YANG-

YANG Module Contents

Management Application- EMS & NM5 | Models

Data-Model

Protocols

YANG model

YANG-

Model
&&= W Network Elements Network Elements
Network Elements

Figure 2.9 — Integration of YANG models for network configuration templates [Swetha et al.]
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In terms of network security, we can find studies like the one by Henriques et al.
[2022], wherein through the use of Decision Trees (DTs) derived from machine learn-
ing models, the proposed framework automatically identifies and classifies anomalies
present in network data. The proposed model also demonstrates how capabilities
such as high-level policy translation may be applied, since once the anomalies are
detected, the identified issues are translated into security policies using a Policy as
Code (PoC) approach. This means that security policies are not only documented
but also scripted and encoded so that they can be automatically implemented. These
policies are designed to be both human-readable and machine-executable to meet
clear documentation and efficient enforcement requirements.

Futher extensing the discussion on the network security applications of closed-loop
automation, a notable advancement is illustrated in the study by Benlloch-Caballero
et al. [2023], which demonstrates a duan-layer autonomous system specifically de-
signed to enhance the self-protection capabilities of 5G/6G IoT networks against
DDoS attacks. This study complements the cognitive and intent-based operations
discussed earlier by showcasing a practical deployment where ML-enhanced closed
loops operate autonomously across different network layers and stakeholders with-

out the need for inter-loop communication.

The dual-layer architecture proposed in this study addresses the increasing com-
plexity and scale of managing IoT device security by distributing the detection and
mitigation processes across two layers - Digital Service Providers (DSPs) and Infras-
tructure Service Providers (ISPs). Each layer independently deploys closed loops
that collaboratively improve the overall resilience of the network. This setup not
only automates the response to DDoS threats but also optimises the performance
through collaborative yet autonomous ations of multiple stakeholders. Remarkably,
the empirical results from this study underscore a significant enhancement in threat
mitigation effectiveness - a 78.12% effectiveness rate compared to a mere 4.73% in
standalone systems. Additionally, the response time was improved by 316%, with
the system responding in just 18 seconds compared to 57 seconds in conventional
setups [Benlloch-Caballero et al., 2023].
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This novel approach highlights the role of advanced ML techniques and cognitive
capabilities in autonomously managing network security at scale, thus aligning with
the future standardisation efforts discussed in ETSI’s CLA documents. The ability
of this system to operate without direct communication between closed loops yet
achieving a coordinated defence posture illutstrates an advanced implementation of
intent-based operations, where high-level security intents are translated into effec-

tive multi-layered defensive actions automatically.

In addition to the ML-based anomaly detection and network security enhancements
discussed earlier, the CLARA framework, as proposed by Sousa and Rothenberg
[2021], represents a significant leap in operationalising the cognitive and intent-
based features of CLA within a multi-domain network management context. This
framework utilises policy-based closed control loops (CCLs) to automate the man-
agement and orchestration of network services across multiple domains, from Cloud
and Transport to Core and RAN. It also exemplifies the translation of high-level
business intents into actionable configurations, facilitating a robust mechanism for
network automation that reduces complexity and human intervention in the process.
The ability of CLARA to manage services across different administrative domains
using autonomous CCLs showcases a practical implementation of intent-based oper-
ations within a complex network infrastructure. This feature is particularly relevant
in the management of 5G and beyond technologies where network dynamics are in-

creasingly complex.

By automating fault management and leveraging Al-based methods from initial
user requirements to the execution of control loops across various network domains
(as illustrated in Figure 2.10) CLARA provides a comprehensive model for future
zero-touch network environments. This model is particularly useful when it comes to
adopting sophisticated network operations that are fully automated, highly resilient,

and adaptive to changing network conditions across multiple domains.
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Figure 2.10 — Workflow from user requirement definition to multi-domain management
[Sousa and Rothenberg, 2021]

2.8 Intent/Policy-based Networking

2.8.1 Intent-Based Networking (IBN)

In this era of automated networks, it is inevitable to mention concepts such as Intent-
based Networking (IBN) and Policy-based Networking (PBN), which even though
are not recent concepts, in the case of PBN, have become increasingly prominent in

many studies on the matter of network management and security.

IBN simplifies network management by allowing operators to define what the net-
work should do, rather than how it should do it. This shifts focus from manual con-

figuration to automated outcomes [Ouyang et al., 2021]. Its design is user-centric,
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since it is made to be accessible even to those without deep technical knowledge.

Users state their needs in natural language or though simple interfaces, and the

system interprets and executes these intents.

How IBN Works:

e Automated Translation and Adaptation: IBN systems use advanced al-

gorithms, typically powered by machine learning, to translate high-level busi-
ness intents into real-time network configurations. This allows the network to
dynamically adapt to changes in network traffic, security threats, and other

operational conditions without human intervention.

Continuous Learning: Through continuous monitoring and adaptation,
IBN systems learn and optimise their performance and response strategies,
ensuring they align with the evolving business and technical environments[Wei
et al., 2020a).

Components of IBN

e Intent Refinement: This process involves translating a user’s declarative

commands into a format that the network can understand and act upon. It
typically involves natural language processing techniques to interpret and con-

vert user inputs into actionable data.

Intent Translation and Policy Mapping: After refinement, the intents
are translated into specific network policies and configurations. This involves
ensuring that the intent is feasible given the current network state and re-
sources, checking for conflicts with existing policies, and ultimately deploying

these configurations across the network.
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e Feedback and Adjustment: Post-deployment, the system continually mon-
itors the execution of intents and the network’s performance, making adjust-

ments as needed to maintain or optimise outcomes[Zeydan and Turk, 2020].

2.8.2 Policy-Based Networking (PBN)

Policy-based networking involves setting up high-level policies that govern the be-
havior of the network. These policies dictate how the network should handle various
types of traffic and operations based on predefined rules and business objectives.

PBN frameworks are designed to dynamically respond to the network’s state and
external inputs, adjusting traffic routes, prioritising certain types of data, and en-
forcing security measures automatically[Clemm et al., 2022]. By integrating PBN,
networks are granted a more efficient and flexible scaling by automatically adjusting
to new devices, traffic patterns, or security requirements based on predefined poli-
cies. Furthermore, by automating network responses based on policies, networks
can quickly adapt to security threats or compliance requirements, reducing the risk

of human error and enhancing overall network security.

Policy Management and Enforcement

e Centralised Management: Policies are managed centrally, which simplifies
the administration of complex network operations and ensures consistency

across the entire network.

e Automated Enforcement: Policy engines automatically enforce these poli-
cies, making real-time decisions based on network conditions and policy stipu-
lations. This reduces the need for manual interventions and allows for quicker

responses to network events|Low, 2020].
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Implementations

IBN and PBN complement each other, with IBN focusing on understanding and
executing user intents, and PBN providing the mechanisms to enforce these intents
through detailed, rule-based controls. The integration of both approaches allows
for a network that is both intelligent in understanding user needs and robust in
enforcing the necessary rules to meet these needs effectively.

The following is a discussion on studies from both IBN and PBN implementations,
some combining them and others using them singularly to improve network man-

agement and security performance.

In the complex landscapes of Information and Communication Technology (ICT)
supply chains, managing, orchestrating, and enforcing policies becomes particularly
challenging due to the heterogeneous nature of the networks involved. The article
by Bensalem et al. [2022] introduces an innovative approach to leveraging ML solu-
tions within IBN frameworks, specifically focusing on optimising the computational
performance of these systems across varied hardware platforms.

The implementation of ML in IBN, as discussed in the article, involves benchmark-
ing ML techniques to predict their performance across different hardware setups.
This is critical to ensuring that the intents are executed efficiently, taking into ac-
count the computational constraints and capabilities of the underlying hardware.
A specific technique that was used named Collaborative Filtering, helps in predict-
ing the computational performance of various ML techniques based on sparse data
from previous benchmarks. This approach allows the system to efficiently select the
best-suited ML model for a given intent and hardware combination, optimising both

performance and resource utilisation.
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A practical case study was highlighted in this article, which involved the appli-
cation of these ML benchmarking techniques in an ICT supply chain network, as
illustrated in Figure 2.11 wherein we can view the workflow of this process within
the reference architecture of the case study in question. This allowed to demon-
strate how intents can be dynamically managed and executed with high efficiency,
enhancing the overall system’s responsiveness and capability. However, as shown in
Figure 2.12, if more than 50% of benchmark data is missing, the results show that

improvements can still be made to this approach.
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42 2. Literature Review

0200 4 o
..___..__-———'_*

B.175 - X .
0150 4 .

125 1 r

0100 1 -

Normalized RMSE

75 + r

0050 4 L

025 T T T T T T T
2l a0 =l Lo L qo S

Percentage of missing values (%)

Figure 2.12 — Summary of benchmark prediction results using Normalised RMSE as pre-
sented in [Bensalem et al., 2022]

Continuing with the theme of IBN applied to complex network environments, the
study by Davoli et al. [2019] proposes a reference architecture that uses an intent-
based northbound interface (NBI) for end-to-end service management across mul-
tiple technological domains. The architecture proposed emphasises the critical role
of a vendor-agnostic, open, and interoperable NBI that abstracts domain-specific
details, allowing for unified management and orchestration of services spanning dif-
ferent network technologies.

The intent-based NBI is designed to manage composite services derived from chain-
ing various network functions, often deployed across heterogeneous environments
such as IoT infrastructures, cloud services, and transport networks. This aligns
with the principles of IBN where high-level operational goals and service outcomes

are defined rather than the intricate details of the networking mechanisms.
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The practical application of this architecture was demonstrated through a com-
plex service provisioning scenario that includes an IoT deployment, a cloud-based
data processing platform, and a transport network. This example illustrates the
dynamic differentiation of QoS for different data streams, which are managed effec-
tively through the integration of computing and network resource management.
Also within the proposed scenario, data produced within the IoT domain are pro-
cessed and consumed in a cloud domain, where different data streams traverse var-
ious service function chains. The orchestration is handled through an intent-based
approach which dynamically adjusts the network configuration to meet the varying
QoS requirements of these streams.

One of the most notable challenges addressed is the need for unified service man-
agement across multiple administrative and technological domains. The proposed
solution leverages an intent-based interface to declare service chains and network
functions without requiring detailed knowledge of the underlying technologies, which
simplifies the management of complex multi-domain environments.

The efficacy of this architecture is validated within a heterogeneous testbed en-
compassing OpenFlow/IoT SDN domains. The tesbed scenario demonstrates the
architecture’s capability to handle real-world service provisioning tasks, confirm-
ing the practical viability of applying IBN principles across diverse technological

landscapes. Among the metrics used to evaluate the architecture’s performance are:

e Responsiveness: Measured by the time taken to detect changes in intent

and reconfigure the network accordingly.

¢ Resource Efficiency: Assessed by monitoring resource utilisation rates be-

fore and after intent changes.

¢ Reliability and Fault tolerance: Evaluated during the fault tolerance tests
by the system’s capacity to successfully reroute traffic and maintaining service

availability during simulated failures.

In the case of legacy network environments, issues are raised in the sense that

network policy management in these environments is not inherently designed for
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intent-based systems as raised by the work of Mercian et al. [2021]. In this work
the Policy Intent Inference (PII) system is proposed, with the objective of bridg-
ing the semantic gap in these environments. And it does so by extracting policies
from network devices, abstracting them into a structured data model, and then us-
ing clustering and information retrieval techniques to infer high-level policy intents.
This process not only simplifies policy management but significantly aids in trou-
bleshooting and conflict resolution, reducing the overall time and effort required in

policy compilation and enforcement.

The devised system leverages semantic metadata - such as labels and descriptions
embedded within device configuration - that traditionally remain underutilised in
policy management. By analysing this metadata, the PII system enhances the in-

ference of intents that remain consistent even as network entities evolve.

This study describes the application of advanced Natural Language Processing
(NLP) and clustering techniques to analyse and infer policy intents from the dis-
parate and fragmented configurations typical in legacy systems. This bottom-up
approach allows for dynamic and automatic reconstruction of policy intents across

a heterogeneous network landscape.

The PII system’s ability to abstract and infer intents across multiple devices (using
a data model schema for the extracted data as shown in Figure 2.13) and domains
addresses a significant challenge in legacy networks characterised by manual config-
urations and diverse hardware. The results showcased in this work highlight the sys-
tem’s efficacy in automating the extraction and inference of policy intents, thereby
facilitating a more streamlined and error-resistant approach to network manage-

ment.
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Figure 2.13 — Data Model Schema extracted per device in a Network [Mercian et al., 2021]

The implementation of the PII system, which is depicted below in Figure 2.14
through a diagram of its architecture/workflow, was tested across a heterogeneous
tested, demonstrating its capacity to manage and infer policy intents effectively.
The system proved capable of handling complex policy scenarios and dynamically
adapting to changes in network configurations, showcasing a substancial reduction
of time required in policy conflict resolution, when policies were inferred (through
the PII system) as opposed to non-inferred policies. The inference time itself was
measured, which demonstrated that through the interpretation of network meta-
data, the PII system was able to efficiently infer network policies in real-time, thus
allowing rapid policy configuration and adjustments throughout the network’s de-
ployment. By comparing these inferred policies to actual policy implementations
and intents documented by network operators, the PII system also demonstrated
very high accuracy. Beyond this, the system proposed in this work was also able to
handle large datasets, being able to process extensive network configurations with-

out significant delays, solidifying its usefulness in network scalability.
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Overall, this system showcases a scalable, accurate and efficient way to automate
network configuration and re-configuration, by significantly enhancing policy man-

agement in networks.
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Figure 2.14 — PII System Architecture/Workflow [Mercian et al., 2021]

2.9 Summary

This chapter provides an overview of the foundational technologies relevant to the
proposed system, particularly within the context of mobile network advancements.
It begins with an exploration of 5G’s impact on connectivity, establishing a baseline
for next-generation applications in fields like IoT, augmented reality, and AI. Fol-
lowing this, key technological paradigms, including SDN and NFV, are reviewed.

SDN introduces a flexible network architecture that separates the control and data
planes, enabling centralised network management, while NFV enables virtual de-
ployment of network functions, reducing reliance on hardware and promoting scal-

ability.
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The chapter then delves into NS, a 5G innovation that partitions networks into
virtual segments tailored for diverse applications. This technology relies on SDN
and NFV to allocate resources dynamically, meeting specific performance needs for
applications ranging from smart cities to autonomous driving.

The concept of MEC is examined, emphasising its role in bringing computation

closer to data sources, which is essential for latency-sensitive applications.

Finally, ZSM and CLA are introduced as frameworks designed to automate net-
work management, minimising human intervention. These frameworks use machine
learning and cognitive automation to respond dynamically to network events. Ad-
vanced methodologies like IBN and PBN are discussed, focussing on how they allow
networks to interpret high-level user intents and enforce policies automatically, fur-

ther enabling a resilient, adaptive network infrastructure.






Proposed Model

3.1 Introduction

The evolution of mobile networks from 4G to 5G and beyond has brought about
significant advancements in network capabilities that, as previously discussed, en-
hanced transmission speeds, reduced latency, and increased connectivity to a broader
spectrum of devices.

However, as has been shown time and again, with new developments come new
challenges, and the next generation of mobile network technologies is no different in
that regard. New and complex security challenges have been introduced due to these
advancements, and they require innovative and robust solutions. One such solution
is the implementation of closed-loop automation (CLA) systems within network se-
curity frameworks. This chapter presents a comprehensive model for such a system,
with a particular focus on the Security Decision (SD) component, which will be ex-

tensively discussed, as it plays a critical role in ensuring real-time threat mitigation.

49



50 3. Proposed Model

The proposed model is part of a larger European R&D project named 6GOPENSEC-
SECURITY"! aimed at developing a robust security system that leverages CLA to
enhance network security across various domains, such as EDGE, cloud, and RAN.
CLA provides a framework for continuous monitoring, analysis, and adaptive re-
sponse to security incidents, thereby reducing the need for manual intervention and

increasing the system’s resilience and efficiency.

Firstly, we will begin by outlining the general architecture of the proposed model,
highlighting the integration of key components such as the Security Decision compo-
nent, Security Data Analytics, Security Data Collection, and Security and Privacy
Data Service components. Then we’ll delve into the specific functionalities and in-
teractions of the SD component, explaining how it processes data to make informed
security decisions. Detailed workflows will be presented to demonstrate how the

system responds to security incidents, showcasing the practical implementations of

CLA.

By examining both the architectural design and the operational workflows, this chap-
ter aims to provide a thorough understanding of the proposed model’s capabilities
and its potential impact on network security. The insights gained from these model
shall hopefully not only contribute to the academic field, but also offer practical
applications for future mobile network technologies, ensuring that they are secure,

reliable, and capable of meeting the diverse needs of modern telecommunications.

3.2 Background and Motivation

In the context of modern telecommunications, the transition from 4G to 5G and

the upcoming 6G technologies have introduced unprecedented improvements in the

thttps:/ /www.cttc.cat/project /secure-network-slice-manager-for-open-and-disaggregated-6g-
networks/
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field. As we have mentioned before, these advancements have opened many possibil-
ities for improvement, and also many challenges. The challenges that have arisen in
terms of network security are particularly complex and require a continuous research

and development effort, to assure data, and thus user safety.

3.2.1 Evolution of Network Security Challenges

As mobile networks evolve, so do the threats they face. Traditional security mech-
anisms, which were sufficient for earlier technological generations, are often inade-
quate to address the sophisticated attacks targeting contemporary networks. The
proliferation of devices, increased data traffic, and the critical nature of many new
applications (such as autonomous vehicles, remote healthcare, and smart cities) de-
mand a robust and adaptive security framework [Geller and Nair, 2018, 5G Americas,
2019, Shree et al., 2019].

One of the key challenges is the dynamic and heterogeneous nature of modern net-
work environments. With components spread across various domains, including
EDGE, cloud, and RAN, ensuring consistent and effective security measures be-
comes increasingly difficult. Additionally, the rapid pace of technology adoption
means that security systems must be highly flexible and capable of evolving in re-

sponse to new threats and vulnerabilities.

3.2.2 Closed-Loop Automation as a Solution

CLA presents a promising solution to these challenges. By integrating continuous
monitoring, real-time data analysis, and automated response mechanisms, closed-
loop systems can dynamically adapt to changing security conditions with minimal

human intervention. This not only enhances the efficiency and reliability of security
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operations but also assures network operators that the network can respond swiftly

to potential threats.

This concept of CLA has several key components that are relevant to this project

and network security in general:

Monitoring: Continuous observation of network activities to detect anoma-

lies and potential threats.

e Analysis: Processing and interpreting collected data to identify security in-

cidents and assess their impact.

e Decision-Making: Determining the appropriate response to identified threats

based on predefined rules and real-time data.

e Execution: Implementing the necessary actions to mitigate threats and re-

store a regular operational state.

e Feedback: As is implied in any closed-loop system, it uses the outcomes of

executed actions to refine and improve the system’s future responses.

Within this framework, the SD component plays a critical role. It acts as the brain
of the closed-loop system, where data from various sources is analysed, and decisions
are made regarding the appropriate security measures. The SD component must be
capable of handling vast amounts of data, applying advanced algorithms to detect

threats, and coordinating with other components to implement effective responses.

The reasoning behind the focus on the SD component stems from its central role in
the overall security architecture, since not only does it play its mitigation role, as it
has inherited the management role from the Closed-loop Management component,
which will be shown and briefly discussed further along this chapter.

An effective SD component can significantly enhance the network’s ability to defend
against attacks, maintain service integrity, ensure privacy and security of user data,
as well as adapt to changing network conditions throughout service deployment,

from instantiation or comissioning, until termination or decomissioning.
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3.2.3 Impact on Future Network Technologies

The integration of CLA and a robust SD component is not just a theoretical exer-
cise, but has practical implications for the future of network security. As we move
towards 6G and beyond, the ability to automatically detect, analyse, and respond to
security incidents in real-time will be crucial. This approach aligns with the broader
trends in network management, where automation, artificial intelligence, and ma-
chine learning (ML) are increasingly being employed to handle the complexities of
modern networks[Futuriom, 2020, Browne et al., 2021].

By developing and implementing a closed-loop automation system, this project has
the goal of contributing to the creation of more secure, reliable, and resilient network
infrastructures. This will not only enhance the current state of network security,

but also lay the groundwork for future innovations in telecommunications.

3.3 System Architecture

3.3.1 General Framework

The proposed model for the CLA automation system is built upon the ETSI’s
ZSM principles, which enable zero-touch automation of network service manage-
ment. These principles are essential for creating a dynamic, flexible, and secure
network environment. The whole framework into which the CLA is integrated, can
seen in Figure 3.1, and incorporates three main principles: multilevel domains,
anintegration fabric, and closed-loop mechanisms. Note that, in the following
depiction, ZSM’s reference architecture, presented in the previous chapter, is placed
in the background of the security framework in a way that showcases the similarities

between them.
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Figure 3.1 — 6G Network Slice Security Manager architecture as presented in the official
documents of the 6GOPENSEC-SECURITY project

e Multilevel Domain: The multilevel domain approach defines the scope and
granularity of the automation processes. This principle allows for different lev-
els of abstraction and decomposition of network and service functions, ranging
from end-to-end to domain-specific levels. It ensures that each level can oper-
ate independently while still contributing to the overall network security and

efficiency

e Integration Fabric: The integration fabric connects the different domains
and provides a unified view of network and service resources. This layer is
crucial for enabling interoperability, data exchange, and orchestration across
various network segments. By following the modern principles of service-based
architecture (SBA) used in 5G and the ETSI ZSM approach, the integration

fabric ensures seamless communication between components.

e Closed-Loop Mechanisms: Closed-loop mechanisms are integral to the con-
tinuous monitoring, analysis, and optimisation of network and service perfor-

mance. These mechanisms enable proactive and reactive actions to ensure
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service quality and efficiency. The closed-loop processes involve data collec-
tion, analysis, decision-making, and execution, creating a robust framework

for managing security incidents.

3.3.2 System Components

Since it is best to fully contextualise the entire framework, we shall now discuss
all of the parties/components involved in a high-level of abstraction. This system’s
architecture is composed of several key components that work together to maintain
network security. Each component has specific roles and responsibilities within this

network slice security management framework.

e Security Service Level Agreements &Policies (SSLAP): This compo-
nent processes the Operator’s Security SLAs and translates them into high-
level security policies. These policies are expressed in a High-level Security
Policy Language (HSPL) or intent policies, which are then delivered for appli-

cation across the network.

e Network Slicing Security Orchestrator (NSSO): The NSSO is the core
of the service, responsible for interacting with all elements and managing the
state of processes and workflows within the Security Manager. At the E2E,
and domain level, it coordinates with other components to identify, select, and
manage the network domains involved in the security slice. At the domain
level, the NSSO translates high-level policies into specific configurations that

the domain network controller enforces.

e Security Decision: The SD component is central to the Security Closed-Loop
Automation (SCLA) system. It evaluates threats based on data analysis and
predefined policies, makes decisions on the appropriate security actions, and
updates the service policies dynamically. The SD component interacts with

other components, such as the Security Data Analytics (SDA) and Security
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Data Collection (SDC), to implement decisions and ensure continuous security

monitoring.

Security Data Analytics (SDA): SDA processes and analyses security data
to identify potential threats. It generates insights through reports and alerts
the SD component when a threat is detected. The SDA component ensures
that the network remains protected by continuously analysing data and pro-

viding actionable intelligence.

Security Data Collection: SDC is responsible for collecting security-related
data from various probes and sources. It forwards the collected data to other
components within the SCLA for analysis and action. SDC ensures that the

necessary data is available for making informed security decisions.

Security & Privacy Data Service: SPDS manages the storage and pro-
tection of security data, ensuring data integrity and privacy. It supports the
overall security framework by providing a reliable repository for security in-

formation.

Security Closed-Loop Governance: This subsystem is composed by the
Closed-Loop Manager(CLM) and Closed-Loop Coordinator(CLC). The
CLM oversees the configuration and activation of closed-loop processes. It en-
sures that the security conditions and policies are enforced across the network
domain and coordinates with other components to manage security incidents.
The CLC is responsible for resolving any conflicts between deployed SCLAS,
since it must assure that no SCLA is being instantiated for the same service
as one already deployed. Note: Both the CLM and CLC’s functions were
inherited by the SD component during the development of this project, due

to scope limitations.
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3.3.3 Security Closed-Loop Automation (SCLA) system ar-
chitecture

The CLA system architecture comprises several key components that interact to
form a cohesive and responsive security system. These components are depicted in

Figure 3.2 and can be described as follows:

e Monitoring Component (SDC): The Monitoring Component is responsible
for collecting data from various sources within the network. This could include
sensors, probes, and other data collection mechanisms that gather information

on network activities.

e Analysis Component (SDA): The Analysis Component processes the col-
lected data to identify patterns, anomalies and potential security threats. It
uses advanced algorithms, including machine learning and statistical analysis,

to derive insights and assess the severity of detected incidents.

e Decision Component (SD): The Decision Component, or Security Decision
(SD) in this case, plays the role of Decision Engine by receiving inputs from the
Analysis Component (SDA) and makes informed decisions on the appropriate
actions to take. The SD component leverages predefined rules, policies, and

real-time data to determine the best response to security threats.

e Knowledge Component (SPDS): The Knowledge Component serves as a
repository for data insights generated by the CLA system. It stores historical
data, incident logs, and performance metrics, providing a knowledge base that

can be used to refine and improve the system’s effectiveness over time.

e Governance Component (SD): Even though the previous Figure 3.1 was
an initial draft of the whole Security Management system, wherein there was
a decouple subsystem called Security Closed-Loop Governance (SCLG), which
was responsible for managing the SCLA subsystem. As afforementioned, some
of the key functionalities of the SCLG, namely the ones attributed to the
CLM and CLC, were inherited by the SD component of the SCLA. These
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functionalities include the management of the closed-loop’s processes lifecycle,
overseeing the configuration, activation, monitoring, and deactivation of the

CLA system, ensuring that it operates efficiently and effectively.

Note: Within this Security Management system, there is a component that plays
the role of Execution Component, as is common in Closed-Loop Architecture. How-
ever, this component is not within the closed-loop itself (CLA). It is the NSSO
component that plays this role, with whom the SCLA system interacts with, after
making an informed decision on how to act facing a security threat, and it is the
NSSO that has the power to carry out these actions and enforce the policies required

by the service in question.

Security Closed-Loop Automation

(SCLA)

Security Decision Security Data Analytics
(SD) (SDA)

Security Data
Collection
(SDC) SPDS

Mote: SPDS - Security & Privacy Data Service

Figure 3.2 — Simplified architecture of the SCLA including its internal components
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3.4 Security Decision Component

The Security Decision (SD) component is integral to the SCLA system, providing
real-time threat assessment, immediate response determination, and ensuring policy
compliance. The other key functionalities of the SD were inherited from the com-
ponents in the SCLG and include the management of the SCLA’s lifecycle, from its
deployment, to its termination. This includes the configuration and/or reconfigura-
tion of the SCLA, if necessary, through automation tools. We will now delve into
these functionalities, decision-making algorithms, automatic configuration tools, and
rule-based systems, as well as key interactions with other SCLA components, and

real-world applications of SD.

3.4.1 Security Decision Functionalities

e Threat Assessment:
— The SD component continuously evaluates potential threats based on
real-time data and predefined security policies.
— Utilises a combination of expert system rules to detect anomalies and
predict the best course of action to assure service security.
¢ Response Determination:
— Upon identifying a threat, the SD component determines the most ap-
propriate immediate response.
— This includes actions such as isolating affected segments, adjusting net-
work configurations, and alerting relevant authorities or operators.

e Policy Compliance:

— Ensuring that all actions and configurations comply with the established

security policies is a primary function.
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— The SD component constantly reviews and updates policies to reflect cur-

rent security needs and regulatory requirements.

e Closed-Loop Management:

— Upon being request a security service, the SD component must be able

to interpret the requirements of such service, and deploy the appropriate,
tailored SCLA.

— This commissioning of services must be automated and any adjustments
required during the deployment of the security service, must also be han-
dled by the SD component.

— In the case of the service deployed no longer being required, or the event
of an attack that requires the service to be terminated prematurely, the
SD component, particularly the one in the E2E domain, which we will

discuss further on, must be able to do so swiftly.

— In the event of a service already deployed, being requested, the SD com-
ponent must be able to assess and resolve whichever conflicts may arise
from this deployment. This is to avoid wasting resources by deploying

more than one SCLA for the same service.

3.4.2 Decision-Making Algorithms and Rules

The SD component’s decision-making process relies on a sophisticated algorithm

that integrates multiple data sources and inference mechanisms:

e Expert System with Rule-based Inference: The core of the SD compo-

nent is an expert system, which mimics human decision-making by applying a
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set of predefined rules to the data it receives. These rules are derived from se-
curity policies and operational guidelines, which can be updated as necessary

to adapt to new threats, policies or service requirements.

e Forward and Backward Chaining: The decision engine employs both for-
ward and backward chaining methods. Forward-chaining is data-driven, start-
ing with available real-time data from the network and using rules to infer
conclusions. Backward chaining is goal-driven, starting with potential threats
that have been detected by the SDA and reported to the SD, and working
backwards by analysing available real-time data to confirm or deny their pres-

ence based on this data.

e Integration with Data Analytics: The SD component works closely to the
SDA component. The SDA provides real-time threat reports, based of what
its ML algorithms have detected. These threat reports are then used by the
SD component for its inference process, particularly in the backward chaining
method. This collaboration ensures that the SD component can quickly re-

spond to new threats and evolving attack patterns.

3.4.3 Integration/Interaction with other SCLA components

For SCLA to operate to its full operational capabilities, its components must col-
laborate seamlessly. The SD component is no exception, and it needs not only to
fulfill its role correctly, as well as for the other components to do the same to form

a cohesive security framework:
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e Security Data Collection (SDC): This component is responsible for gath-
ering data from various network points or probes, with which the entire SCLA
depends upon. With the SD component in particular, the SDC is responsible
for providing it real-time data which it can use during its continuous inference

processes, while analysing potential threats.

e Security and Privacy Data Service (SPDS): This component stores and
manages collected data, ensuring its integrity and availability for posterior
analysis and reporting. Beyond collected network data, the SPDS also stores
data generated by the other components during their service security-related
processes. For the SD component, this means mitigation action data as well
as data used upon the inference of such actions. The SPDS provides a safe
place for it to be stored and audited later on This component is responsible
for analysing collected data to identify potential threats, via complex ML
algorithms, and generate threat reports. These threat reports are what bind
the SDA and SD together, since the inference process is highly dependent on

the content of these threat reports in conjunction with real-time data.

The following table, Table 3.1 contains the internal modules of the SD component,
which are required for it to fulfil its security and management functionalities. These
modules will be further detailed in the following chapter, when discussing the im-
plementation of this model. They represent a lower level of abstraction which is
more common when discussing the implementation itself, however, an understand-
ing of these inner workings of the SD component, will help us understand how the
SCLA works in general. This modularity is also one of the principles we have tried
to uphold throughout the development of this project. Since there are quite a few
components that act as central points, in a way to counter single points of failure,
we have devised modules that even though are within the same software component,

have different roles and responsibilities, assuring efficient use of resources.
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Module Capabilities Functionalities Interfaces
Closed-Loop Deploying and SCLA automated Input: Security service
Deployment re-configuring the deployment, descriptor provided by
(CLD) closed-loop based on Dynamic SCLA the slice orchestrator
security requirements re-configuration Output: Deployment
configurations
Decision Determining the Action Mapping, Input: Policies

Engine (DE)

appropriate action,
based on the assessment
and metrics on threat

Escalation Logic,
Policy Enforcing

obtained, predefined
action sets or playbooks.
Output: Chosen

reports. response or action,
escalation alerts (if
required).
Communication] Connecting different Broker, Pro- Input: SCLA
Interface components within the ducer/Consumer, configuration
SCLA to the SD, and APIs, Data parameters/Threat
the SD to external formatting alerts/ Policy related
components. metrics/Security
Policies.

Output: Feedback or
status updates for other

system components.

Policy Maintaining the security | Policy Storage & Input: Requirements

Compliance policies that guide the Retrieval, Policy for policy

(PC) decision-making process. | Compliance implementations,

Revision updates to required set

of policies.
Output: Set of
compliance revised
policies or newly
updated policies to
implement.

Incident Logging decisions and Mitigation Input: Incident data.

Logging & incidents to create an Logging, Report Output: Mitigation

Reporting audit trail and Generation logs, analytical reports.

(ILR) generating reports for

further analysis and
compliance purposes.

Table 3.1 — Security Decision Modules
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3.5 SCLA’s automation process

3.5.1 Configuration and Activation

Configuring the SCLA involves several key steps to ensure the system is prepared

to monitor, detect, and respond to security threats to the service it was requested

to protect, effectively.

In Figure 3.3, we can see how the whole process is executed step by step:

e Policy/Service Requirements Loading - Step 1 (steps 1 through 4

within the SD) : The process begins with the Slice Orchestrator, whose role
is played by the NSSO, sending the data containing the service configurations
and policies required for the SCLA to enforce and maintain throughout the
service to the SD component. The SD component, uses its communication
interface module to handle and interpret this received data and send it to
the CLD and PC modules. These modules then process these configuration
parameters, and policies to, in the case of the CLD, deploy the SCLA in the
requested domain, with tailored specifications, and in the case of the PC, to
enable or disable rules in the Knowledge Base (KB) of the inference engine
(DE) of the SD.

Integration with Data Sources and ML models - Steps 2 through
5: The SD component is then responsible for configuring and deploying the
SDA component of the SCLA with the appropriate ML algorithm, since each
domain and service will have a more appropriate algorithm to detect threats in
its domain/environment. It is also responsible to configure the SDC, in order
for it to establish a connection with the appropriate data sources, such as
network traffic monitors and security probes within the domain of the service
provider in question. All of this data, from the configuration parameters to

the policies to uphold is stored in the SPDS with the purpose of auditability.

e Component Synchronisation: All the SCLA components must then be
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synchronised to ensure they are correctly integrated and able to communicate

seamlessly via their communication channels. This includes all four compo-

nents, the SD, SDA, SDC and SPDS.

¢ Deployment of Security Functions - step 6: After all the previous steps

are completed and the SCLA is ready to fulfil its purpose in the requested

service, it is deployed with the appropriate real-time monitoring and response

capabilities. To finalise the proccess a confirmation message is sent to the

NSSO, informing it of the SCLA’s deployment for the requested service.
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3.5.2 Incident Response

The following incident response workflow, displayed in Figure 3.4, showcases how
the SCLA system takes action, when responding to any potential threat detected,
via a procedural and effective workflow. The following are detailed descriptions of

the steps in this procedure, to explain the inner workings of such process.

e Detection and Analysis - Steps 1 through 4: The attack on the service
is initiated via an external party, which we may call the attacker. The process
of continuous monitoring of data, as showcase by the SDC and SDA in steps 2
and 4, is what makes it possible to detect such an attack. By collecting (SDC)
and afterwards analysing network data (SDA), the SDA is able to detect any

suspicious network activity via its refined ML models.

e Threat Assessment and Decision Making - Steps 5 through 7: Af-
ter identifying a potential threat, the SDA component generates a threat re-
port which it sends to the SD component. The SD component evaluates the
severity of the detected threat, using predefined rules, and this threat is then
categorised based on its potential impact and likelihood. The threat is then
validated, usually through the backward chaining method, by analysing key
performance indicators (KPIs), related to the policies required by the security
service. After validation, the course of action is determined via the mitigation

actions associated with the violated policies in the attack.

¢ Response Implementation - Step 8: After determining the proper course
of action to assure service security and policy compliance, the SD component
then sends this data to the NSSO, which has the capability of enforcing them
in the network. This may involve updates to the SCLA itself, since some
attacks may require reconfiguration of the SCLA to better protect the service

requested.

o Post-Incident Review: After the course of action is determined and en-

forced, the SCLA must be able to review the effectiveness of its actions. This
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is where the data stored in the SPDS on the attack becomes crucial, since
it is used to cross-reference current real-time data, after the attack, to vali-
date that the course of action taken was indeed effective. Through this self-
evaluation, the SCLA displays self-healing capabilities, since it is able to de-

termine whether or not, it is appropriately configured to secure the requested
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Figure 3.4 — Workflow of the SCLA’s incident response process (including SD’s internal
subprocesses)
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3.5.3 Feedback Mechanisms

As with any Closed-Loop implementation, the feedback mechanisms are both crucial
for its operation, and also what distinguishes them from other automated systems,
by allowing them to self-regulate and minimise the human aspect of these processes.
The following is a brief summary of how these mechanisms work and are implemented

into the SCLA:

e Continuous Monitoring and Data Collection: The SCLA’s components
continuously collect real-time data from the network, providing ongoing feed-
back on network conditions and effectiveness of implemented security mea-
sures. Beyond this, detailed reports on detected anomalies and incidents are
generated, providing insights into the types and frequencies of threats faced

by the network.

e Analysis and Kearning: Key performance metrics are tracked, such as re-
sponse times, false positive rates, and mitigation success rates. These metrics
are analysed to identify areas of improvement. Based on the feedback and per-
formance metrics, machine learning models and rule-based algorithms within
the SCLA (and SD in particular) are refined. This ensures the system adapts

to evolving threats and improves its detection and response capabilities.

e Policy Configuration Updates: Feedback on the effectiveness of current
policies is used to update and refine security policies. The SD component en-
sures that these updated policies are enforced within the network. Continuous
feedback allows for dynamic adjustments to the system configuration. The SD
component is responsible for overseeing these adjustments and ensuring that

the SCLA system remains responsive and effective.
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3.6 Innovative Aspects of the Proposed SCLA

The proposed SCLA system, particularly the Security Decision (SD) component,
introduces several novel features and improvements over existing security solutions.
This section highlights these aspects and provides context into how they come into
play within the SCLA and its components, across various network domains and

services.

3.6.1 Advanced Machine Learning Integration

The SD component incorporates cutting-edge machine learning algorithms to en-

hance threat detection and system responsiveness.

Adaptive Threat Detection

e Continuous Learning: Integrates advanced machine learning algorithms
that continuously learn from new data, allowing for the adaptive detection of

emerging threats.

e Behavioral Analysis: Moves beyond traditional signature-based systems by
using behavioral analysis to identify anomalies, reducing false positives and

enhancing detection capabilities.

3.6.2 Real-Time Policy Enforcement

e Dynamic Policy Adjustment: The SD component dynamically adjusts
security policies in real-time, adapting to the current threat landscape without

manual intervention.

e Immediate Response Coordination: Enhances threat mitigation effective-

ness by coordinating immediate responses across different network domains.



70 3. Proposed Model

3.6.3 Closed-Loop Feedback Mechanism

e Continuous Improvement: Utilizes a closed-loop feedback mechanism to
continuously improve decision-making algorithms based on past incident anal-

ysis.

e Automated Incident Review: Regularly collects and analyses incident

data, facilitating ongoing system enhancements and adaptations.

3.6.4 Comprehensive Policy Compliance

e Centralized Policy Management: Manages security policies centrally, en-
suring uniform enforcement across all network domains and simplifying up-

dates.

e Regulatory Compliance: Maintains compliance with various regulatory

standards by automatically adjusting policies to new regulations.

3.6.5 Scalability and Flexibility

e Modular Architecture: Features a modular design that allows for scalability
across different network sizes and types, enhancing flexibility for technology

upgrades.

e Cross-Domain Integration: Ensures comprehensive security coverage across
multiple network domains such as EDGE, cloud, and RAN through effective

integration strategies.

3.7 Use Case Scenarios

In this section, we will explore a few practical use-case scenarios, focussing on the

SCLA system and the SD component, particularly in scenarios involving Distributed
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Denial of Service (DDoS) attacks and similar threats across different network do-
mains. This type of attack was chosen as the main focus of attack prevention for
the project; therefore, the SCLA is particularly optimised to deal with this type of
attack.

e DDoS Attack on Cloud Services

— Scenario: A multinational corporation’s cloud services are targeted by
a DDoS attack.

— SCLA Implementation:
x Detection: Gather real-time data and analyze for abnormal pat-
terns.
x Threat Assessment: Assess as high-severity.
* Response Determination: Implement traffic filtering and rate lim-
iting.
x Execution: Execute protective measures.

x Feedback: Adjust strategies based on outcomes.
— Expected Outcomes and Benefits:

x Service Continuity: Minimise downtime.
* Resource Optimisation: Prevent resource exhaustion.

* Enhanced Detection: Improve future threat handling.
e DDoS Attack on Smart City’s IoT

— Scenario: A smart city’s [oT network experiences a coordinated DDoS
attack.
— SCLA Implementation:

* Detection: Collect data from IoT devices.

+ Threat Assessment: Prioritise critical services.
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x Response Determination: Isolate devices and adjust communica-

tions.
x Execution: Enforce actions and restore operations.

x Feedback: Update security measures.
— Expected Outcomes and Benefits:

x Service Reliability: Ensure continuous operation.
x IoT Security: Enhance protection protocols.

x Resilience: Strengthen infrastructure.
e Cross-Domain DDoS on Telecom

— Scenario: A telecom provider faces a multi-domain DDoS attack.
— SCLA Implementation:

* Unified Monitoring: Collect comprehensive data.

*

Integrated Analysis: Identify the attack scope.

* Coordinated Response: Implement cross-domain strategies.

*

Execution: Apply protective measures uniformly.

*

Feedback: Refine security policies.
— Expected Outcomes and Benefits:
x Holistic Security: Protect all network domains.

x Comnsistent Policy: Uniform security application.

x Enhanced Management: Better handle complex threats.

3.8 Summary and Transition to Implementation

This chapter details the development of the SCLA system, a model to improve se-
curity within the next generation of mobile networks. Building on the challenges
introduced by emerging 5G and 6G technologies, the chapter outlines a security
framework featuring key components such as SD, SDA, and SDC. It explains how
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each component works within the closed-loop system to monitor, analyse, and re-

spond to security threats with minimal human intervention.

In particular, the SD component functions as the system’s decision engine, respon-
sible for threat assessment, policy compliance, and coordination across network do-
mains. The integration of machine learning, closed-loop feedback, and real-time
policy enforcement sets this model apart, aiming for scalability and resilience across

complex network architectures.

The chapter transitions to the next by discussing potential implementation scenar-
ios, notably focussing on mitigating DDoS attacks. This sets the stage for Chapter
4, where the practical implementation of the SCLA system and its internal compo-
nents, particularly the SD, will be elaborated. This upcoming section will provide
concrete steps on deploying the SCLA to achieve the secure, responsive, and adapt-

able network infrastructure envisioned.






Implementation

4.1 System Overview

This chapter aims to demonstrate how the proposed model was developed and de-
ployed. Going through the tools used and required for this process, as well as the
reasoning behind choosing each of them. We will provide diagrams similar to the
ones shown previously, but with a higher focus on the data flow and processes that

occur within the SCLA, particularly within the Security Decision module.

Throughout the development of this project, it was decided that using the SCLA
only for domain level (e.g. Cloud, RAN, Transport, etc) security was not enough.
Therefore we were tasked with the development of an E2E SCLA system, which fo-
cuses on the monitoring of domain level SCLAs that themselves monitor the service
at hand. This E2E SCLA is developed toward assuring that the service provider
with which the domain SCLA is tasked with monitoring a particular service of, is
compliant with higher level policies defined upon the deployment of said service.
In other words, the E2E SCLA monitors service provider related data, and the
domain SCLA monitors service related data. This E2E SCLA monitors multiple

instances of domain SCLAs, and is able to penalise the providers with which these
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domain SCLAs are associated with, based on their performance. Instead of possess-
ing multiple modules as in its domain counterpart, it is represented by an instance
of a containerised application and an instance of a database prepared for E2E data
instead of domain related data. Also unlike its domain counterpart, instead of mod-
ules for each component it uses services to represent these components, such as the
Security Decision and Security Data Collection service, since no data analytics are
required to monitor service provider data, which is mostly performance based and
facilitates a more straightforward approach to any mitigation actions required in the

event of an issue/attack.

The following Figure 4.1 illustrates the differences between the E2E SCLA and the
Domain SCLA:

Domain Security Closed-1 oop Automation E2E Security Closed| oop Automation

E2E SCLA Manager
Security Data Collection #

Security Data
Analytics

docker

Security Decision

Closed-Loop
Manager

docker

Figure 4.1 — Simplified E2E and Domain SCLA architectures

Beyond what is shown in the architecture diagrams, both the Domain and E2E ver-
sions of the SCLA possess an Integration Manager, which is responsible for handling
any external communication (outside the closed-loop system), with the exception of
not handling network probe communication. Both these integration components are,
simply put, a set of APIs that facilitate communication with exterior components,

namely the Slice Orchestrator, both at Domain and E2E level.
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4.2 Security Decision Module/Component

Implementing the SD component involved finding tools that would both be feasi-
ble to use in a containerised environment and that went according to the project
requirements, such as the limitation to Python-based tools. One of the key func-
tionalities of this component was the granular deployment of an SCLA that followed
the instructions present in the configuration data object received from the Slice Or-

chestrator as can be seen in Figure 4.2.

SCLA Deployment

E2E CL Domain CL

E2E Closed-Loop
Manager

| 2 Forwards config data

E2E Security
& Privacy
Data Service

E2E Integration
Manager

Slice
Orchestrator

i 1 Configuration data
| q
| = for requested service

Security Decision

| 3 Deploys Domain CL |
i = (Security Decision Service) |

a4 Deployment confirmation |

i 5 Stores newly deployed CL i

|~ configuration data .
Ealll

EZ2E Closed-Loop EZ&EPS.ECW“V Security Decision
Manager esy -

Data Service

EZ2E Integration
Manager

Slice
Orchestrator

Figure 4.2 — SCLA Deployment

The initial deployment of the Domain SCLA is done by the E2E Closed-Loop Man-
ager, more specifically by the SD Service, as illustrated in the previous figure, using
Ansible, which provided the control and granularity required for a customised SCLA

deployment based on the configuration data.
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Post-deployment, any updates to the configuration must come from the Slice Or-
chestrator at the Domain level, and these updates must be reported to the E2E
Closed-Loop Manager by the SD module for storage in the E2E database.

Operations during runtime of the SCLA may involve changing the source of net-
work data. Security probes, or network probes act as the source of that data for the

SCLA and the Domain SCLA has the same role in relation to the E2E SCLA, since

it provides it with reports on the service provider’s performance.

This allows for the separation of concern in terms of service related metrics and
provider related performance metrics, and adds a compensating security control, in
the event that the Domain SCLA fails to identify possible issues in the service or

provider, the E2E can review the data and identify possible threats.

The Figure 4.3 displays another instance where Ansible is used to reconfigure an

already deployed SCLA according to updated configuration data from the Slice Or-

chestrator.
Reconfiguring monitored endpoints
SCL
Domain Network
Security Slice . .
Orchestrator Security Decision Se%'art'tay;fvri'::w Security Data Collection Security Probe 1 ‘ | Security Probe 2

H 1 Undated configuration data i
! L with new endgints !

| 2 Updates monitored endpoints

| 3 Unsubscribes to monitored probe endpoints |

| 4 Service decomissioning
. ;

| 5 Subscription request

! 6 Subscription confirmation

|_ 7 Confirms reconfiguration

| 8 Updates stored

| ¥ configuration data i
—omEuEen f;e 5

securty Decison | GG ee oy probe 1 '
| Security Decision Data Service Security Data Collection Security Probe 1 | Security Probe 2

Domain Network
Security Slice
Orchestrator

Figure 4.3 — Endpoint Reconfiguration
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The decomissioning of an SCLA is also performed using Ansible within the SD
module; this could be necessary in the event that the service is no longer required,
or the provider is no longer deemed secure by the E2E Closed-Loop Manager, and

a new instance of the Domain SCLA is then deployed for a different service provider.

The following Figure 4.4 displays the workflow of such a process, and afterwards
we will provide a snippet of how the Ansible playbooks were developed in order to

execute these operations in Figure 4.5.

Domain SCLA Decomissioning
Domain CL

Domain Slice

3 . ) . B A Security & Privacy
Orchestrator Security Decision Security Data Analytics | Security Data Collection Data Service

i

1 Decomissioning|request

| 2 Termination signal

| 3 Termination signal

| 4 Termination signal

| 50K

| BOK

70K

| |
! _ 8 Decomissioning confirmation !

Domain Slice Security Decision | Security Data Analytics ‘ | Security Data Collection ‘ SeBur:tyS& Privacy
Orchestrator e ata Service

Figure 4.4 — Closed-Loop Decomissioning

All these operations were automated due to the capabilities of Ansible, in conjunc-
tion with APIs and proper data handling, which we will discuss further in this
chapter. As mentioned above, the following is a snippet of one of the first Ansible

playbooks developed that was used to deploy the SPDS container.
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S API and K

Figure 4.5 — Database deployment snippet

The playbook, a set of instructions, acquires the required authentication to fetch the
appropriate docker images and dependencies to deploy the container or containers

in question and personalise them as it sees fit, according to the configuration data.
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4.3 SCLA functionalities

After the system is deployed the data flow within the SCLA is done using two
different tools, depending on the data traffic orientation. If the data is coming
initially from an outside source and into the Decision/Analytics components, it will
be relayed through a Kafka broker. We chose Kafka due to its scaling capabilities
and built-in tools that not only aid in the load balancing of data transmission but
also provide visual tools that help in testing and validating these transmissions. In
Fiure.4.6 we are able to see an example of this data flow, particularly in the case of

the forward chaining mechanism of the SD’s inference engine.

Metrics retrieval and inference
SCL
£
O

Security Probes | I Security Data Collection I;(r?)fli(:r Security Decision Slice Orchestrator |

|, Network Data
|~ (.pcap format)

2 Collected network metrics _ |
i

| I
! 3 Collection of network metrics !

| Metric processing
. 4 and assertion into the
' inference engine

alt [Inference

| MNo threat deftected
| 5 Inference engine's
KB updated

| Threat detegted |
| 6 Inference engine deduces optimal |
! mitigation strategy !

| 7 Mitigation directives

Security Probes | | Security Data Collection ‘ I;(r?)fli(:r Security Decision Slice Orchestrator |

Iri\l
J

Figure 4.6 — Forward chaining inference data flow

As can be seen in the previous workflow, the network data enters the SCLA in
the pcap format, the SDC module has more than one method of data handling for
this pcap data, but for this workflow in particular, it simply extracts the pertinent
network metrics that have been defined upon configuration of the SCLA, and sends
it via the kafka broker, to the appropriate topic consumed by the SD. The SD then

reads this data, in json format, and converts it before asserting it into the inference
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engine’s Knowledge Base (KB). The format used at the domain level can be seen in

Figure 4.7 and can be updated according to policy specifications.

(deftemplate traffic-data
(slot IP-Address (type STRING))
(slot TTL-Value (type INTEGER))
(slot Fragmentation-Status (type SYMBOL)}) ; Use SYMBOL for yes/no or true/false values
(slot Connection-Count (type INTEGER))
(slot Port (type INTEGER))

(slot TCP-Window-S5ize (type INTEGER))

(slot Port-Traffic-Count (type INTEGER))

(multislot Previous-TCP-Window-Size (type INTEGER})) ; List of previous window sizes
(multislot SYN-to-ACK-Ratio (type INTEGER)) ; Two walues: S5YN count and ACK count

Figure 4.7 — Data template for assertion in the Inference Engine

After assertion, the Inference engine checks it against its rules file. These rules as
well as their outcome if triggered, are based off of the configuration data received
upon the deployment of the SCLA. Its possible that more than one rule is triggered
upon analysis of the network traffic data, therefore features such as salience were
important to define which rule is prevalent over adjacent rules. The Inference En-
gine used was achieved using CLIPSPy, which is a Python binding for the CLIPS
(C Language Integrated Production System) expert system tool. We chose this tool
due to the necessity of an efficient inference engine that could be used in a Python
environment, with high scalability and adaptability to have its rules updated ac-
cording to changing network requirements. The CLIPSPy also has the feature of
being able to reach a conclusion in both forward and backward chaining methodolo-
gies. We have showcased how the forward chaining process works; it is data driven,
the inference engine continuously evaluates network data, and based on that data
it reaches a conclusion on whether the network is compliant with the defined rules,
or not, and it defines the appropriate action to uphold this compliance. We will
get into the backwards chaining method next, and this involves the collaboration
with another of the SCLA’s components. But before that we must divulge how
this component was integrated into the SCLA and in a brief manner, discuss how
it operates in order to collaborate with the SD component. To do so, the following

Figure 4.8 can serve as an introduction for this process in the SDA component.
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Figure 4.8 — SDA data handling

As demonstrated before, the SDC component collects network data from Secu-
rity /Network Probes via APIs, and as we mentioned before it has more than one
method to handle this data. What we displayed before in the forward chaining mech-
anism of the inference engine was how the SDC extracted relevant network metrics
from the pcap data and sent it to the SD component to be infered upon. However in
this scenario, the SDC module needs to relay this data to the SDA module, and the
SDA module possesses algorithms that can only read entire pcap files for analysis.
Since all internal communications in the SCLA are done via Kafka broker, and the
broker has a message size limit of 1Mb per message, we needed to chunk the pcap
file, tag each chunk for identification, and send the chunks via broker to the SDA
module. Here in the SDA module, using the same tools used to chunk the pcap
file, we reassembled the pcap file by identifying which chunks belonged to each pcap
and how many chunks were created in order to assure no data loss between both
modules. After this process the data was prepared to be fed into the ML algorithm
for analysis and possible threat detection. The following Figure 4.9 depicts the next
steps in this process and after showcasing it, we can finally delve into the details of

the backwards chaining method in the Inference Engine.
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Backwards chaining procedure
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Figure 4.9 — Backwards chaining method

The process of backwards chaining, unlike the previously shown forwards chaining,
is not data-driven. In this scenario, the SDA component presents a threat report
with an identified threat, and the goal for the inference engine will be to validate the
threat based on network metrics collected by the SDC. The threat report contains
data that facilitates the process of searching for this data like suspicious IP addresses,
thus accelerating the inference process, and assuring a higher degree of accuracy since

both the inference engine and ML algorithm detected and validated the threat.

In the event that a threat is identified by the SDA module, but cannot be validated
by the inference engine, the SD stores the report in the event that another report
follows with the same pattern. If that is the case the SD module escalates the issue
to the E2E SCLA Manager, sending both the threat report from the SDA and the
usually scheduled service report containing metrics related to the performance of
the service provider. If the E2E SCLA Manager is unable to find and mitigate
the threat, the following procedure is to verify the accuracy of the ML algorithm
in the SDA with a prepared set of data for this test. If the outcome is above a
pre-determined threshold and the accuracy is reliable, the issue is then escalated to

the E2E Slice Orchestrator. If otherwise, the accuracy is below the pre-determined
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threshold, the SD module begins the SDA re-training procedure using Ansible to

automate the process. This occurrence can be visualised in Figure 4.10.
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Figure 4.10 — Backwards chaining method failover

4.4 Testing Framework

This section provides an overview of the tests conducted to evaluate the SCLA

system’s effectiveness in real-time threat detection, provider compliance monitoring,

and handling high-stress scenarios. The revised research questions addressed are as

follows:

e How effectively can the system detect and mitigate network security

threats in real-time?
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e How reliably does the system ensure provider-level performance

monitoring and compliance with SLAs/SLOs?

e How does the system handle high-stress scenarios to maintain com-

pliance and performance within the Security Decision component?

4.4.1 Test 1: Real-Time Threat Detection and Mitigation
(Domain Level)

Objective:

Evaluate the effectiveness of the SD component in detecting and mitigating network
security threats in real-time at the domain level using forward chaining (as described
in Fig.4.6).

Setup:
e Synthetic Traffic Preparation: Use pcap files containing various protocols
(e.g., TCP, UDP, IP) to simulate realistic network conditions.

e Data Feeding: Feed traffic data to the SDC component through established
APIs between SDC and Security Probes.

e Configuration: Configure the SD component with appropriate rules and

policies defined based on the received SCLA configuration data.

Procedure:

e Deploy Security Probes containing pcap files.
e SDC collects and pre-processes the traffic data.

e The SD component processes the received data asynchronously (via Kafka

broker), using forward chaining to detect policy non-compliance.
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e Upon detecting an anomaly, the SD component sends mitigation instructions

to the Domain Slice Orchestrator (DSO).

e The DSO sends confirmation messages to the SD component to verify mitiga-

tion application.

Metrics:

e Detection Time: Time taken to detect a threat after it occurs.

e Mitigation Effectiveness: Ability of the system to neutralise identified
threats by enforcing predefined policies.

4.4.2 Test 2: Provider-Level Compliance Monitoring (E2E
Level)

Objective:

Assess the reliability of the E2E SCLA in monitoring service provider performance
and ensuring compliance with SLAs/SLOs across different domain-level SCLA in-

stances.

Setup:

e Performance Degradation Simulation: Introduce scenarios where providers

exceed packet rate thresholds or fail to meet other performance metrics.

e Reporting Mechanism: Ensure that domain SD components report perfor-
mance data to the E2E SCLA.

Procedure:

e Adjust network parameters to simulate provider underperformance.
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Domain SD components aggregate and send performance reports to the E2E
SCLA.

E2E SCLA evaluates performance data against SLA /SLO compliance criteria.

If non-compliance is detected, the E2E SCLA penalises the provider or initiates

a provider switch.

Monitor and record service performance changes following the corrective ac-

tion.

Metrics:

e Detection Accuracy: Rate of correctly identified non-compliant providers.
e Response Time: Time taken from non-compliance detection to action.

e Service Continuity: Evaluate service impact during provider switch or

penalty enforcement.

4.4.3 Test 3: Stress Test on Security Decision Component
(SD) under High-Load Conditions

Objective:

Evaluate the SD component’s inference performance and compliance maintenance

capability under high-stress scenarios with elevated processing rates.

Setup:
e Traffic Rate Simulation: Configure the system to handle high processing
rates (e.g., 100, 1000, 5000, 10000 reports per second).

e Inference Capacity: Use CLIPS-based inference engine to process data and

monitor average inference time across different packet rates.
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Procedure:

e Simulate high-volume traffic feeding into the SD component.

e Measure inference times and observe if the system maintains compliance under

high load.

e Log inference performance and compliance status across various processing

rates.

Metrics:

e Average Inference Time: Measure how inference time scales with increased

processing rates.

e System Stability: Evaluate system’s ability to maintain performance with-

out exceeding acceptable inference times.

e Policy Compliance Rate: Measure the frequency of successful policy en-

forcement under high load.

4.5 Summary

In Chapter 4, the focus is on implementing the SCLA model introduced in the
previous chapter, detailing the tools and methods used to deploy and manage both
domain-level and E2E SCLA systems. The E2E SCLA is designed to oversee domain-
level SCLASs, assessing service provider compliance with high-level policies and pe-
nalising non-compliant providers when necessary. The E2E SCLA is streamlined
compared to its domain counterpart, using containerised services for functions like

data collection and decision-making.

The SD component, a core element of the SCLA, is implemented using Ansible

to automate SCLA deployment, configuration updates, and decommissioning. The
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SD module can handle complex operations such as endpoint reconfiguration and
performance monitoring, integrating seamlessly with security probes and external

components via APIs.

Data flow within the SCLA is facilitated by Kafka, which allows for efficient data
transmission between components and supports the forward and backward chain-
ing inference mechanisms of the SD’s engine. The SD uses CLIPSPy to manage
these inference processes, allowing it to detect threats based on real-time network
data (forward chaining) or validate alerts raised by the SDA module (backward
chaining). To ensure accuracy, a failover mechanism is in place: if the SDA’s threat
detection results are inconclusive, the SD initiates retraining of the SDA’s ML model

or escalates to the E2E orchestrator.

Finally, a testing framework is presented to validate the SCLA’s effectiveness under

various scenarios:

e Real-Time Threat Detection: Assessing the SD’s ability to detect and

mitigate threats at the domain level.

e Provider-Level Compliance Monitoring:Evaluating E2E SCLA’s perfor-

mance in monitoring provider compliance with SLAs.

e Stress Test: Measuring the SD’s inference speed and policy compliance under

high-load conditions.

This chapter lays the groundwork for practical application by demonstrating the
SCLA’s operational resilience, adaptability, and compliance management capabili-

ties, setting up for the evaluation and refinement stages in subsequent chapters.



Testing and Results

5.1 Introduction

In this chapter, we present the testing methodologies and results obtained from
evaluating the SCLA system, with a focus on the SD component both in its Domain
and E2E capabilities. The tests aim to assess the system’s effectiveness in real-
time threat detection and mitigation, provider-level compliance monitoring, and
performance under high-stress conditions. The results are analysed to determine

how well the system meets the objectives outlined in chapter 1.

The chapter is organised as follows:

e Section 5.2: Discusses the results of Test 1, focussing on real-time threat

detection and mitigation at the domain level.

e Section 5.3: Presents the findings from Test 2, evaluating provider-level com-

pliance monitoring at the E2E level.

e Section 5.4: Details the outcomes of Test 3, analysing the performance of

the SD component under high-stress scenarios.

91
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e Section 5.5: Provides a summary of the key findings from the tests.

5.2 Test 1: Real-Time Threat Detection and Mit-

igation at the Domain Level

5.2.1 Objective

The objective of Test 1 was to evaluate the effectiveness of the Sd component in
detecting and mitigating network security threats in real-time at the domain level

using forward chaining, as described in Fig. 4.6.

5.2.2 Methodology
Setup

e Synthetic Traffic Preparation: We generated pcap files containing various
protocols (TCP, UDP, IP) to simulate realistic network conditions, including
normal traffic and malicious packets resembling a Distributed Denial of Service
(DDoS) attack

e Data Feeding: The synthetic traffic was fed to the SDC component through

APIs connected to security probes.

e Configuration: The SD component was configured with a set of rules and
policies derived from the SCLA configuration data, focussing on detecting

anomalies such as unusually high packet rates from a single IP address.

Procedure

e Deployment: Security probes were deployed, and the SCLA system was

initiated as seen in Fig. 5.1.
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Figure 5.1 — DSCL service configuration

Data Collection: The SDC component collected and pre-processed the traffic

data in real-time.

Inference Process: The SD component processed the received data asyn-
chronously via the Kafka broker, utilising forward chaining to detect policy

non-compliance.

Threat Detection: Upon detecting an anomaly indicative of a DDoS attack

(according to defined policies), the SD component generated an alert.

Mitigation Actions: The SD component sent mitigation instructions to the
DSO to enforce actions such as blocking the offending IP address or rate-

limiting as seen in Fig. 5.2.

Confirmation: The DSO sent confirmation messages to the SD component

to verify the application of mitigation measures.
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Domain Slice Orchestrator

The system demonstrated rapid detection capabilities. The time taken to detect the

threat after its initiation was consistently under 10 miliseconds, as shown in Fig.

5.3.

Mitigation Effectiveness

e Threat Neutralisation: The system successfully neutralised the simulated

DDoS attack by promptly enforcing the predefined policies.

e Policy Enforcement: The SD component was able to detect policy non-

compliance in a time frame that allowed the system to apply the appropriate

directives for each non-compliance event, therefore ensuring no damage to the

network was significant and QoS would remain at a similar level throughout

the event.
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Figure 5.3 — Performance analysis of the CLIPS rule engine showing individual inference
times and moving average.

5.2.4 Discussion

The results indicate that the SD component effectively detects and mitigates network
security threats in real-time at the domain level. The use of forward chaining in
the inference engine enabled rapid processing of incoming data, ensuring timely
responses to threats. The average inference time of 6.7 miliseconds confirms the

system’s capability to meet real-time operational requirements.

5.3 Test 2: Provider-Level Compliance Monitor-
ing at E2E Level

5.3.1 Objective

Test 2 aimed to assess the reliability of the E2E SCLA in monitoring service provider

performance and ensuring compliance with Service Level Agreements (SLAs) and
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Service Level Objectives (SLOs) across different domain-level SCLA instances.

5.3.2 Methodology
Setup

e Performance Degradation Simulation: Scenarios were introduced where
providers exceeded packet rate thresholds or failed to meet other performance

metrics defined in the SLAs.

e Reporting Mechanism: Domain SD components were configured to report

performance data to the E2E SCLA at regular intervals.

Procedure

e Simulating Underperformance: Network parameters were adjusted to sim-

ulate scenarios where providers did not meet the agreed performance metrics.

e Data Aggregation: Domain SD components aggregated performance met-

rics and sent reports to the E2E SCLA as seen in Fig. 5.4.
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Figure 5.4 — E2E service configuration



5.3. Test 2: Provider-Level Compliance Monitoring at E2E Level 97

e Compliance Evaluation: The E2E SCLA evaluated the performance data
against SLA/SLO compliance criteria.

e Corrective Actions: Upon detecting non-compliance, the E2E SCLA pe-
nalised the provider by reallocating resources or initiating a provider switch
as seen in Fig. 5.5.
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| 8 Keeps monitoring

E2E Slice 0rcheslralor| E2E Security ‘ Security Decision Kafia t_:mker Security Data Collection Security Probes
Closed Loop

)
L

Figure 5.5 — E2E monitoring/mitigation workflow

5.3.3 Results

Detection Accuracy

The E2E SCLA was configured with rules aligned to the defined SLAs and SLOs.
As a result, it successfully identified all instances of provider non-compliance with
a detection accuracy of 100%, exhibiting no false positives or negatives. This high
accuracy is attributable to the fact that non-compliance is only detected when a
service experiences a failure, ensuring that normal operational conditions do not
trigger incorrect alerts. These findings demonstrate that, when equipped with a
well-defined set of security policies, the E2E SCLA effectively detects and mitigates

abnormalities, provided that the system remains free from systematic failures.
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Response Time

The average time taken from non-compliance detection to action implementation
was 50 miliseconds, the inference time was even lower as the graph from Fig. 5.6.

shows, since the domain reports do not occur as often as metric reports within the
DSCL.

Service Continuity

e Minimal Impact: The corrective actions applied can be executed without

degrading QoS, so no significant impact on service continuity is expected.

e Improved Performance: Due to the fact that within the system the SCLA
is deployed, the provider is chosen based on previous performance, changing

provider returns the performance metrics into compliance with the SLAs.

5.3.4 Discussion

The E2E SCLA demonstrated high reliability in monitoring provider performance
and enforcing compliance with SLAs/SLOs. the system’s prompt detection and re-
sponse mechanisms ensured that any deviations were swiftly corrected with minimal
disruption to services. The inference times (shown in Figures 5.6,5.7,5.8) remained
within acceptable limits even as processing rates increased, indicating scalability

and robustness of the system.
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5.4 Test 3: Stress Test on Security Decision Com-

ponent Under High-Load conditions

5.4.1 Objective

The objective of Test 3 was to evaluate the SD component’s inference performance
and compliance maintenance capability under high-stress scenarios with elevated

processing rates.

5.4.2 Methodology

Setup

e Traffic Rate Simulation: The system was configured to handle high pro-
cessing rates of 100, 1000, 5000, 10000, and 100000 reports per second.

e Inference Capacity: The CPLIPSPy-based inference engine was used to
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process data, and the average inference time was monitored across different

packet rates.

Procedure

e Simulating High-volume Traffic: High-volume synthetic traffic was fed

into the SD component to simulate stress conditions.

e Performance Measurement: Inference times were measured, and system

stability was observed at each processing rate.

e Data Logging: Inference performance and compliance status were logged for

analysis.

5.4.3 Results

Average Inference Time

The average inference times at different processing rates are illustrated in Figures
5.9 to 5.11.

System Stability
The system was able to maintain consistent inference times across all processing

rates. There was no evidence of system overload or degradation in performance,

even at the highest processing rate of 100000 packets per second.

5.4.4 Discussion

The SD component demonstrated robust performance under high-stress conditions.

The inference engine efficiently processed large volumes of data without significant
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increases in inference time or loss of compliance. the results suggest that the system

is capable of scaling to meet the demands of high-throughput network environments.

5.5 Summary of Key Findings

The testing of the SCLA system yielded the following key findings:

e Real-Time Threat Detection: The SD component effectively detected and
mitigated threats in real-time at the domain level, with average inference times

suitable for operational requirements

e Provider-Level Compliance Monitoring: The E2E SCLA reliably moni-
tored provider performance, ensuring compliance with SLAs/SLOs and swiftly

implementing corrective actions when necessary.

e High-Stress Performance: Under high-load conditions, the SD component
maintained consistent performance and policy compliance, demonstrating scal-

ability and robustness.






Conclusion and Future Work

6.1 Introduction

This thesis was set out to address the growing challenges of network security in
the evolving landscape of 5G and beyond technologies. by developing an SCLA
system with a focus on the SD component, we aimed to enhance real-time threat
detection, provider-level performance monitoring, and system scalability under high-

stress conditions.

6.2 Summary of Contributions

6.2.1 Real-Time Threat detection and Mitigation

The SCLA system effectively used the capabilities of the inference engine capabilities
to detect and mitigate network security threats in real-time. The integration of the
CLIPSPy inference engine and Kafka for data streaming, along with an efficient use
of batching and parallel processing, allowed for rapid processing of incoming data,

achieving average inference times as low as 6.7 miliseconds. This performance meets

105
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the stringent requirements for real-time operations in modern network environments.

6.2.2 Provider-Level Compliance Monitoring

At the E2E level, the SCLA system demonstrated high reliability in monitoring ser-
vice provider performance against SLAs and SLOs. The system accurately detected
instances of non-compliance and implemented corrective actions promptly, ensuring

minimal disruption to services and maintaining overall network integrity.

6.2.3 Scalability and Performance Under High-Stress Con-
ditions

The SD component maintained a consistent performance under high-load scenarios,
processing up to 100000 reports per second without significant degradation. The
system’s modular architecture and efficient use of resources contributed to its scal-
ability and robustness, indicating its suitability for deployment in large-scale, high

throughput network environments.

6.2.4 Innovative Integration of Technologies

The project introduced several novel aspects, including:

e Dual-Layer SCLA Architecture: Implementing both domain-level and
E2E SCLA instances to provide comprehensive security and performance mon-

itoring.

e Combination of forward and Backward Chaining: Enhancing the threat
detection process by using both data-driven and goal-driven inference methods,
even though we did not include the results of the backward chaining method

due to the ongoing nature of this process.
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e Automated Deployment and Configuration: Using Ansible for auto-
mated deployment, reconfiguration, and decommissioning of SCLA compo-

nents, enabling rapid adaptation to changing network conditions.

6.2.5 Constraints

e Focus on DDoS Attacks: The testing primarily addressed DDoS attacks,
limiting the assessment of the system’s effectiveness against other types of

threats such as malware or insider attacks.

e Synthethic Data Usage: Yhe use of synthethic traffic and simulated scenar-
ios may not capture all the complexities of real-world network environments.
In a further stage of this process, which will be the validation phase, we should
be able to test the system in an appropriate testbed, to better emulate a real-

world network scenario.

e Scalability Constraints: While the system performed well up to 100000
reports/packets per second, further testing is required to assess performance
at even higher processing rates and in distributed environments. Being able to
access more resources would take full advantage of the scalability mechanisms
provided by Kafka and Ansible, that even though provided an efficient usage
of resources, were limited by the capabilities of the machine wherein the tests

were performed.

e Validity of Policies: The policies used in the tests are general rules that
are able to detect abnormalities based on network traffic. The definition of
SLAs and or SLOs was outside of the scope of our project. However, being
able to develop a system that can interpret High-Level Policies and turn them
into low-level network rules or configurations would ensure that the service
is perfectly fitted to the user’s requirements. As it stands the system can be
tailored to the configuration requested, however, the security aspect of such

configuration is still an underdeveloped aspect.
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6.3 Recommendations for Future Work

6.3.1 Expanding Threat Coverage

Future research should focus on testing the SCLA system against a broader range of
security threats, including advanced persistent threats, zero-day exploits, and insider
attacks. Integrating additional machine learning models specialised in detecting

various threat types could enhance the system’s versatility.

6.3.2 Real World Deployment

Deploying the SCLA system in live network environments would provide valuable
insights into its operational effectiveness and reveal any practical challenges not
apparent in simulated settings. Collaboration with industry partners could facilitate

access to real-world data and infrastructure.

6.3.3 Advanced Machine Learning Integration
Exploring the integration of deep learning techniques and adaptive learning algo-
rithms could improve the SDA component’s ability to detect evolving and sophis-

ticated threats. Implementing federated learning could also enhance data privacy

and enable collaborative threat intelligence sharing across domains.

6.3.4 Scalability Enhancements

To further improve scalability, future work could investigate:

e New Infrastructure Technologies: Implementing the system in a Kuber-

netes environment, and finding a way to combine it with Ansible, would not
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only increase its self-healing capabilities as well as its scalability and efficient

management.

e Resource Optimisation: Implementing dynamic resource allocation strate-
gies, pivoting on the containerised nature of the system, would optimise per-

formance under varying load conditions.

6.3.5 Enhanced Policy Management

Developing more sophisticated policy compliance mechanisms, possibly incorporat-
ing artificial intelligence for the automation of policy updates and conflict resolution,

could enhance the system’s adaptability and reduce manual intervention.

6.4 Final Reflections

The project has demonstrated the potential of closed-loop automation to improve
network security and management. The integration of advanced inference engines,
machine learning algorithms, and automation tools has resulted in a system capable
of responding swiftly and effectively to security threats while maintaining compliance

with performance standards.

The challenges encountered, such as optimising system performance under high-
stress conditions and ensuring accurate threat detection, have provided valuable
learning experiences. Overcoming these challenges has strengthened the design of

the system and highlighted areas for future improvement.

6.5 Summary

In conclusion, the development and testing of the SCLA system represent a signifi-

cant step towards realising secure, automated network management in the era of 5G
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and beyond. The findings confirm that closed-loop automation, when implemented

effectively, can greatly enhance network resilience, efficiency, and security.

By addressing current limitations and pursuing the recommended future work, there
is considerable potential to further advance the capabilities of the SCLA system.
This work lays a solid foundation for ongoing research and development, contributing
to the broader goal of securing modern telecommunications infrastructures against

evolving threats [Alemany et al., 2024].
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Abstract: The rapid development of 5G networks and the anticipation of 6G technologies have
ushered in an era of highly customizable network environments facilitated by the innovative concept
of network slicing. This technology allows the creation of multiple virtual networks on the same
physical infrastructure, each optimized for specific service requirements. Despite its numerous
benefits, network slicing introduces significant security vulnerabilities that must be addressed to
prevent exploitation by increasingly sophisticated cyber threats. This review explores the applica-
tion of cutting-edge technologies—Aurtificial Intelligence (Al), specifically Machine Learning (ML),
Software-Defined Networking (SDN), and Network Functions Virtualization (NFV)—in crafting ad-
vanced security solutions tailored for network slicing. AI’s predictive threat detection and automated
response capabilities are analysed, highlighting its role in maintaining service integrity and resilience.
Meanwhile, SDN and NFV are scrutinized for their ability to enforce flexible security policies and
manage network functionalities dynamically, thereby enhancing the adaptability of security measures
to meet evolving network demands. Thoroughly examining the current literature and industry
practices, this paper identifies critical research gaps in security frameworks and proposes innovative
solutions. We advocate for a holistic security strategy integrating ML, SDN, and NFV to enhance
data confidentiality, integrity, and availability across network slices. The paper concludes with
future research directions to develop robust, scalable, and efficient security frameworks capable of
supporting the safe deployment of network slicing in next-generation networks.

Keywords: network security; SDN; NFV; ML; network slicing

1. Introduction

The ongoing rollout of 5G networks and the anticipatory designs of 6G infrastructures
represent monumental leaps in telecommunications technology. These advances herald
anew era characterised by unprecedented data speeds, massive connectivity, and highly
customizable network environments. Central to these innovations is network slicing, a
transformative approach that allows multiple virtual networks to operate on the same
physical hardware, each tailored to meet specific service requirements.

Network operators are beginning to adopt advanced 5G technologies, including the
Stand-Alone (SA) version, which boasts enhanced features [1]. The SA version is a fully
independent 5G network that operates without relying on existing 4G LTE infrastructure.
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ABSTRACT Telecommunication networks are undergoing a significant shift from closed and proprietary systems
towards open and interoperable networks. This transition allows for greater flexibility and reduced dependence
on single providers. However, this openness also raises substantial security and trust issues, necessitating new
approaches like the use of an intelligent and autonomous 6G network slicing security manager to manage
security in multi-provider environments. Additionally, trust management is becoming increasingly crucial, with
technologies such as Blockchain proposed to ensure the reliability and integrity of operations across this new,
decentralized landscape. This model supports a dynamic marketplace where providers can freely negotiate and
manage resources, thereby enhancing service delivery and network management.

Keywords 6G networks, multi-provider, network slices, security management, trust management, blockchain.

1. INTRODUCTION

Traditionally, network equipment has relied on closed software and hardware systems, integrated and patented
by a few providers, creating well-known provider islands in telecom networks. In the last years, there has been a
trend toward replacing these closed systems across various network segments (RAN, aggregation, transport, and
core) with open and interoperable multi-vendor systems [1]. Industry-led initiatives like the O-RAN Alliance
(ORAN) and the Telecom Infra Project (TIP) are promoting this change, which enhances competition, fosters
innovation, and supports a more cost-effective and competitive deployment of technologies such as 6G. However,
open telecom networks pose significant questions regarding security and trust in this complex multi-provider
environment.

Network operators relies on proprietary solutions from closed system providers for network security. However,
the emergence of open and disaggregated 6G networks provides a unique opportunity for operators to manage
their network security more directly and flexibly using open technologies. The introduction of a 6G network
slicing security manager (NSSM) is key for managing security requirements across multi-provider networks [2].
This manager will enable the definition of service level agreements (SLAs) with specific security requirements,
ensuring that network slices not only meet technical and quality of service needs but also adhere to stringent
security standards. The NSSM will use a range of security policies and tools, including monitoring probes and
closed-control loops, to maintain security compliance and reactively address potential security threats.

Trust management is becoming increasingly critical in the transition to open and disaggregated 6G networks,
where traditional, reputation-based methods are insufficient. In such networks, the complexity of multi-provider
scenarios requires a robust system for measuring and evaluating trust, with Blockchain technology identified
as a key solution [3]. Blockchain’s attributes—decentralization, immutability, transparency, and verifiability—
make it ideal for establishing a new foundation of trust. By verifying the actions and responsibilities of various
providers, Blockchain allows for a more dynamic and transparent approach to network management. It replaces
the conventional centralized model with a distributed framework where infrastructure and network services can
be negotiated and managed in real time, enhancing the overall integrity and efficiency of 6G networks. The trust
manager is the key element to compute a set of reputation and trust parameters (based on a set of per domain
metrics) and distribute them transparently across the whole system and keeping an immutable history of how
trustworthy each provider is to fulfil an operator’s request.

2. NETWORK SLICING SECURITY MANAGER OVERVIEW

The NSSM is designed with several key components to ensure robust security management across network
slices. These include:

o Security SLA & Policies (SSLA&P): This component is responsible for designing and managing the data
objects that encapsulate the security service level agreements (SSLA) and associated policies. These policies
govern how services are configured initially or adjusted in response to threats. SSLA&P operates at both
the end-to-end (E2E) and domain-specific levels.

Security Closed-loop (CL) Automation: This component processes monitoring data to evaluate security
threats by comparing observed events against predefined SSLA thresholds. If a violation is detected, it
triggers policies designed to mitigate the threat.

979-8-3503-7732-3/24/$31.00 ©2024 IEEE






	Abstract
	Resumo
	Acknowledgements
	Funding
	 General Index
	 Table Index
	 Figure Index
	Glossary
	Introduction
	Background and Motivation
	Problem Statement
	Objectives
	Develop a System for Real-time Threat Detection and Mitigation:
	Ensure Provider-level Performance Monitoring and Compliance:
	Ensure Performance and Compliance in a stress test scenario:

	Methodology
	Contributions
	Thesis Structure
	Scope and Limitations
	Summary

	Literature Review
	Evolution of and up to 5G
	Software-Defined Networking
	Network Function Virtualisation
	Network Slicing
	Multi-access Edge Computing
	Zero-touch Network and Service Management
	Closed-Loop Automation
	Intent/Policy-based Networking
	Intent-Based Networking (IBN)
	Policy-Based Networking (PBN)

	Summary

	Proposed Model
	Introduction
	Background and Motivation
	Evolution of Network Security Challenges
	Closed-Loop Automation as a Solution
	Impact on Future Network Technologies

	System Architecture
	General Framework
	System Components
	Security Closed-Loop Automation (SCLA) system architecture

	Security Decision Component
	Security Decision Functionalities
	Decision-Making Algorithms and Rules
	Integration/Interaction with other SCLA components

	SCLA's automation process
	Configuration and Activation
	Incident Response
	Feedback Mechanisms

	Innovative Aspects of the Proposed SCLA
	Advanced Machine Learning Integration
	Real-Time Policy Enforcement
	Closed-Loop Feedback Mechanism
	Comprehensive Policy Compliance
	Scalability and Flexibility

	Use Case Scenarios
	Summary and Transition to Implementation

	Model Implementation
	System Overview
	Security Decision Module/Component
	SCLA functionalities
	Testing Framework
	Test 1: Real-Time Threat Detection and Mitigation (Domain Level)
	Test 2: Provider-Level Compliance Monitoring (E2E Level)
	Test 3: Stress Test on Security Decision Component (SD) under High-Load Conditions

	Summary

	Testing and Results
	Introduction
	Test 1: Real-Time Threat Detection and Mitigation at the Domain Level
	Objective
	Methodology
	Results
	Discussion

	Test 2: Provider-Level Compliance Monitoring at E2E Level
	Objective
	Methodology
	Results
	Discussion

	Test 3: Stress Test on Security Decision Component Under High-Load conditions
	Objective
	Methodology
	Results
	Discussion

	Summary of Key Findings

	Conclusion and Future Work
	Introduction
	Summary of Contributions
	Real-Time Threat detection and Mitigation
	Provider-Level Compliance Monitoring
	Scalability and Performance Under High-Stress Conditions
	Innovative Integration of Technologies
	Constraints

	Recommendations for Future Work
	Expanding Threat Coverage
	Real World Deployment
	Advanced Machine Learning Integration
	Scalability Enhancements
	Enhanced Policy Management

	Final Reflections
	Summary

	References
	Appendix
	Included Documents


